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The IoT ecosystem
The Internet of Things (IoT) uses a series of underl-
ying technologies which focus on particular tasks:

Wireless Sensor Networks
Radiofrequency Identification
Supervisory Control and Data Acquisition
Machine to Machine communications
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Wireless Sensor Networks (WSN)
Networked sensor nodes, which are devi-
ces of restricted capabilities, often opera-
te with sensitive information that ought to
be obfuscated. In some cases, the sheer in-
formation volume can provide insights on
the user’s behavior. Security services are
required for protecting these data.

Sensor Nodes (motes)
The characteristics of WSN motes impose restrictions on the design of their

underlying algorithms.

Securing an WSN
A WSN can be formed parting from the base station as motes join the network.

A secure channel can provide different security services. These generally include
confidentiality—by using ciphers (E , D)—, and integrity or authentication—by ad-
ding an authentication tag to the message (A).

Challenges:
The encryption, decryption, and authentication functions must be efficient!
The shared keys required must be obtained somehow!

Lightweight Cryptography
Is the set of algorithms and techniques tailored for providing security services to highly

constrained devices.
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Development goals. Solution approaches.

Lightweight algorithms must offer adequate security levels with balanced tradeoffs
regarding runtime or processing power, hardware usage, power dissipation, energy con-
sumption, and bandwidth.

Symmetric algorithms
Types: Block ciphers, Hash functions, MAC functions, Authenticated cihpers.
Characteristics:
A single key is used to ‘protect’ and to ‘retrieve’ the data.
This key is said to be symmetric.
Designed to process large volumes of data.
Rely on data transformations such as permutations and substitutions.
Examples: Present, Simon, Speck, Midori, GIFT, Quark, spongent,

PHOTON, GLUON, Hummingbird, ALE, FIDES, APE.

Asymmetric constructions
Types: Ciphers, Digital Signatures, Key Exchange, Key Encapsulation.
Characteristics:
The key used to ‘protect’ the data differs from the one used to ‘retrieve’ it.
This key is said to be asymmetric.
Designed to process small messages.
Rely on arithmetic transformations which are costly to perform.
Examples: Elliptic Curve Cryptography (TinyECCK, MicroECC, MoTE-ECC).
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Figure: Storage and latency requirement for popular lightweight algorithms
with 128-bit security.
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