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Abstract

Internet of Things (1oT) applications have been widely extended in recent years to improve peo-
ple’s quality of life. A significant part of them require the collection of data that could potentially
reveal information of the original owner and it is commonly stored in an untrusted cloud service
provider (CSP). To protect this information, the standard solution is to apply an access control
model over the outsourced data. However, the conventional approaches, such as data encryption
and key management performed by the CSP, raises several security and privacy concerns since the
data owner is no longer in direct control of her/his data. For these reasons, fine-grained access
control schemes based on attribute based cryptography for data outsourced to the cloud have been
proposed. However, existing proposals are still limited in functionality and are not flexible enough
to support the dynamic nature of the IoT environment. For these reasons, we propose a fine-
grained attribute-based access control scheme for applications in the Fog-loT environment that
includes management mechanisms for user revocation, attribute update, and access policy update.
In addition, we propose the additional feature of privacy-preserving data aggregation to further
improve the control over shared data and reduce the communication overhead, by only sharing
aggregated data to specific entities. In this proposal, we consider fog computing as an interesting
paradigm that can help the resource-constrained IoT devices to perform expensive operations of
attribute-based cryptography.

Keywords: Access Control, Attribute-based Cryptography, Fog-enabled IoT, Privacy-preserving
Data Aggregation.



Contents

1 Introduction 1
2 Background 1
2.1 Internetofthings . . . . . . . . . . . . . . . . e 1
2.2 Fogcomputing . . . . . . . . . i e e e e 2
2.3 Accesscontrol . . . ... 2
2.4 Attribute-based cryptography . . . . . ... oL L Lo 4

2.5 General framework of CP-ABE . . . . . . . . ... Lo oo 6
2.6 ACCESS SIIUCLUIES . . . . . v v v vt et e e e e e e e e 7
2.6.1  ACCESSIICES . . « . v v v v e e e e e 7

2.6.2 Secretsharingscheme . . . ... ... ... .. ... ... ... ..., 9

2.6.3 Linear secret sharing schemes . . . . ... .. ... ... ......... 9

2.6.4 Bilinearmaps . . . . . . . ... e 10

2.7 Management mechanisms in ABAC . . . ... ... ... ... L. 10
2.8 Dataaggregation . . . . . . . . . ... e e e e e e e e e 11
2.8.1 Privacy-preserving data aggregation . . . . . . . . .. ... ... ... 11

3 State of the art 11
3.1 Attribute-based access control for[oT . . . .. ... .. ... ... 0oL 12
3.2 Attribute-based access control for fog-enabled IoT . . . . ... ... .. ... ... 13

3.3 Computation OUtSOUICING . . . . . . ¢ v v v v v e i e e e e e e e 14
3.4 Management mechanisms . . . . . . . . . ... ..o 16
34.1 Userrevocation . . . . . . . . . .ttt vt e e e e e 16

342 Policyupdate . . . . . ... 17

343 Attributeupdate . . . ... L 18

3.5 Dataaggregation . . . . . . .. ... e e e e e 18
3.6 Discussion. . . . . ... e 19

4 Research proposal 22
4.1 Motivation . . . . . . ... e e e e e 22
4.1.1 Example application scenario . . . . . . . . . .. .. ..o 22

42 Justification . . . . ... e e 23
4.3 Problem statement . . . . . .. ... 24
4.4 Research questions . . . . . . . . . . . . i e 25
4.5 Hypothesis . . . . . . . . e e 25
4.6 Mainobjective . . . . . . ... e e e e 25
4.6.1 Specificobjectives . . . . . ... Lo 25

47 Scope and limitations . . . . . . . ... L. Lo e 26
4.8 Expected contributions . . . . . . ... 26
4.9 Methodology . . . . . . . . . e e 26

4.9.1 Analysis of existing access control schemes for fog-enabled IoT applications 26



4.9.2 Development of attribute-based access control scheme . . . . . ... ... 27

4.9.3 Development of management mechanism . . . . ... ... ... ..... 27

494 Development of privacy-preserving data aggregation algorithm . . . . . . . 27

S Preliminary results 28
5.1 Collection and study of developmenttools . . . . . . ... .. .. ... ...... 28
5.1.1  MIRACL . . . . o e 28

5.1.2  Pairing-based cryptography (PBC) library . . . . . . . .. ... ... ... 28

5.2 Implementation of a baseline CP-ABE scheme . . . . . . . ... ... ... .... 28
References 32



1 Introduction

Internet of Things (IoT) is the concept of connecting sensors and objects to the internet to en-
able several applications based on the collection and processing of data along with communication
between different objects [1]. The most accepted model of IoT relies on the outsourcing of col-
lected data to a cloud service provider (CSP) where data is managed and processed. Furthermore,
there is a wide range of applications based on IoT dealing with highly important or sensitive data:
smart homes/buildings, industry 4.0, healthcare applications, among others [2]. For this reason, it
is crucial to implement security and privacy mechanisms for the IoT environment.

A promising measure to protect data outsourced to the cloud is the implementation of fine-
grained access control [3]. Existing techniques have explored the use of attribute based cryptog-
raphy algorithms to design secure access control schemes in this context. However, [oT devices
commonly lack of computation or storage resources to afford the required processing for that task.
For this reason, novel computing paradigms such as fog computing (FC) have emerged with the
aim of reducing the problems related to computation, communication, storage, and latency in [oT
applications enabled by the cloud. In FC, there is an intermediate layer, called fog layer, between
the end devices and the CSP that brings cloud capabilities to the edge of the network.

In this document, motivated by IoT applications that require security and privacy for outsourced
data, we present a research proposal that focuses on the development of a attribute-based access
control scheme for the Fog-IoT environment. We also consider the scalability of the environment
an other functionalities such as management mechanisms, and privacy-preserving data aggrega-
tion.

2 Background
2.1 Internet of things

The internet of things (IoT) is an interconnection of objects or things with access to the internet
that allows exchanging data and information to enable different applications [2]. These objects can
be sensors, meters, smart phones, vehicles, actuators and other devices with enough hardware and
software capabilities to obtain and/or produce data and perform communications with other ele-
ments. The IoT emerged to enable applications that improve the quality of life of people including
smart home/buildings, smart grids, smart cities, industry 4.0, smart healthcare, among others.

The most common model used in current deployments of IoT is based on the collection of data
from the end users or end entities (vehicles, buildings, facilities, etc.) and the use of cloud-based
service providers, i.e., cloud computing. This model maintains a highly centralized structure that,
considering the exponential growth of the number of IoT devices and users [4], deals with seri-
ous problems such as communication delays, processing of a large amount of data, traffic channel
congestion, and increasing communication costs [5]. In this situation, novel network architec-
tures have been proposed to overcome the mentioned drawbacks in the cloud-based model of IoT.
One of them is fog computing, which has emerged as a novel computing paradigm that brings
cloud capabilities closer to the edge of the network. By doing so, FC has become an alterna-
tive for those applications that require location awareness, real-time response, and reduction of



communication cost. Additionally, fog nodes can collaborate with the end user devices that are
resource-constrained to reduce their processing burden [2].

2.2 Fog computing

The term fog computing is defined by Cisco [6] as an extension of the cloud to the edge of the
network that provides different services such as storage, processing, and networking services be-
tween the cloud and the end devices. Among the main characteristics of this paradigm are low
latency, location awareness, mobility support, geographical distribution, decentralization, hetero-
geneity, and low bandwidth cost [6, 7]. These characteristics of fog computing reveal that, despite
that the fog is an extension of the cloud, this extension is non-trivial.

A widely used architecture for fog computing is the three-tier architecture [8] that is illustrated in
Fig. 1. The first tier is composed of the IoT or end devices (smart watches, smart meters, building
sensors, vehicles, etc.). The second tier is also known as the fog computing layer where the fog
nodes (smart phones, security cameras, laptops, gateways, etc.) are able to share processing and
storage capabilities [S]. The third tier is the cloud computing layer which is assumed to posses
high computing and storage resources [5]. In addition to the three tiers, some interfaces between
layers and nodes are considered in this architecture. As shown in Fig. 1, the fog nodes are deployed
between the cloud and the IoT layers and are considered in the three types of interfaces: Cloud-
Fog, Fog-Fog, and Fog-IoT. These special features in addition to the intrinsic characteristics of fog
computing are the key for the improvement of IoT applications compared to the cloud-based IoT.

However, given the specific properties of fog computing and IoT environment (Fog-IoT), the
security and privacy issues that arise in this integration are also specific and, due to the non-
triviality of its definition, the existing solutions for the security and privacy of the cloud are not
suitable for the Fog-IoT environment [9].

2.3 Access control

A large number of IoT applications outsource the collected data to a cloud service provider
(CSP) where a data sharing mechanism can be implemented. This model brings serious security
concerns since the data owner (DO) no longer has direct control over the stored data, and the cloud
environment is considered a not fully trusted entity [3]. A curious CSP or a malicious user may try
to access the stored data and use it to obtain sensitive information about the data or even the DO.

On the CSP side, an usual measure is to apply symmetric encryption algorithms to protect the
outsourced data. This mechanism works as follows: data owners send data they generate to the
cloud in plaintext where the CSP, in addition to data storage, is in charge of the key generation,
encryption, decryption, and key management processes. Hence, data owners must trust the CSP
to provide these services, which has been mentioned as one of the main concerns in the cloud
environment [3].

Access control is a measure to provide data confidentiality and defining mechanisms for data
access. In the Fog-IoT environment, access control is an essential requirement. Data stored in the
cloud can be requested by several users in different locations, and these data must be retrieved only
by authorized users or devices [10].
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Figure 1. Three-tier fog computing architecture [5].

There are several access control models in the literature with distinct properties that are suitable
for different applications and scenarios. Figure 2 shows four of the most extended access control
models [10, 11] which are described below.

1. Discretionary access control (DAC): It allows the data owner to decide the access rights
for every user in the system. These rights are established with regard to the identity of the
data users. This model is highly flexible since the access rights may be different for each
participant according to the decisions of the data owner. However, it is considered potentially
insecure [10]. Hence, it is mostly used in applications that require certain compatibility with
older systems which may produce high management overhead in fog environment.

2. Mandatory access control (MAC): This model is based on the idea of assigning security
labels to resources and identifying users with a security level. This allows to establish a
multi-layer security mechanism. With MAC, when a user requests a resource, the security
labels of the resource are compared with the security level of the user. If both match, the
access is granted [11].
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Figure 2. Access control models [10].

3. Role-based access control (RBAC): This model is motivated by the idea that the responsi-
bility of a subject has more impact on the system than the subject itself [10]. In RBAC model,
the access rights are defined based on the roles of the users in the system. These roles may
include, for instance, a researcher, a professor, or a student in a university. Hence, RBAC
allows fine-grained access control, it is more scalable than other models (DAC and MAC).
For these reasons, this model is more suitable for the fog computing environment [10].

4. Attribute-based access control (ABAC): This model is based on the use of attributes to
define the access rights of the data users. In ABAC, a universe of attributes is defined and the
system administrator assigns subsets of these attributes to each involved party that eventually
may request for resources. The model allows the data owner to directly establish access
policies attached to the resources. These policies indicate the attributes that must be owned
by a data user in order to access to the resources. In this sense, the ABAC model allows
to define a fine-grained access control mechanism in such a way that the data owner has a
high level of control over delegated resources [10]. In addition, this model does not have
a high dependency on the system administrator to define the access structures. Therefore,
the features of the ABAC model are highly suitable for applications in the fog computing
setting.

2.4 Attribute-based cryptography

In general, public-key cryptography requires the management of several key pairs linked to
individual entities. Each entity has an identity associated with a public key, fully available for all
the authorized participants, and a private key, which only the individual entity should know. In this
setting, an authorized party P; can send encrypted messages to a second party P» by retrieving the
public key of P, and using an asymmetric encryption algorithm. Then, P, can use its private key
and the corresponding asymmetric decryption algorithm to recover the messages. Such a system is
an example of one-to-one cryptography and, for several applications, more flexible cryptographic
mechanisms are required.

Attribute-based Cryptography (ABC) comprises a set of cryptographic techniques that enable
the concept of one-to-many cryptography. Unlike public-key cryptography, in ABC there exists
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a universe of attributes. Subsets of these attributes can be used to define groups of parties with
different privileges or access rights. For instance, an ABC algorithm for data encryption can en-
crypt a message with regard to a set of attributes or an access formula. Then, the message can be
decrypted only by those entities that meet the required attributes in the formula. For this reason,
ABC has been widely used to develop ABAC schemes [11,12].

Cryptography (ABC)

Attribute-based ]

v v v

Attribute-based Attribute-based Attribute-based
Encryption (ABE) Signatures (ABS) Signcryption (ABSC)

|
v v

Key Policy ABE Ciphertext Policy
(KP-ABE) ABE (CP-ABE)

Figure 3. Classification of attribute based cryptography techniques.

Figure 3 shows a classification of different ABC techniques: attribute-based encryption, attribute-
based signatures, and attribute-based signcryption. A brief description of them is shown below:

1. Attribute-based encryption (ABE): It was first introduced by Sahai and Waters [13] as
an extension of identity-based encryption (IBE) [14, 15], another interesting cryptographic
primitive that generalizes public-key cryptography. In an ABE scheme, for instance, the
identity of a user may be linked to a number of attributes and a set of secret keys related
to those attributes is issued to the user. To encrypt a message, an access policy is defined
according to a subset of the attribute universe. Then, the message is decrypted only by the
users whose attributes, and therefore their secret keys, can fulfill the access policy. In this
sense, ABE enables the function of one-to-many encryption because the selected attributes
may be owned by different users without having the same secret keys. Finally, there exist two
modalities of ABE depending on whether the access policies are associated with the secret
keys or the ciphertext: Key-policy ABE and Ciphertext-policy ABE [16], respectively. The
example described previously is an example of a CP-ABE scheme.

(a) Key-policy ABE (KP-ABE): In this class of ABE, the encryption is performed using
a set of attributes that are attached to the message while the access policies are linked
to users’ secret key [17]. Thus, the decryption of a message requires a match between
the attributes assigned to the ciphertext and the access policy embedded into the users’
secret keys.



(b) Ciphertext-policy ABE (CP-ABE): Unlike KP-ABE, in CP-ABE the attributes are
associated to the users themselves and their secret keys while the access policies are
linked to encrypted data. During the encryption process, an access policy is first de-
fined and the ciphertext is produced according to that policy. Only the users whose
attributes satisfy the access policy of a given ciphertext are allowed to decrypt the
message. Hence, CP-ABE seems to be more suitable for fine-grained access control
schemes than KP-ABE because, with the given definition of KP-ABE, the data owner
does not have complete control over the potential recipients of the message. An exam-
ple of a CP-ABE scheme is shown in Figure 4.

2. Attribute-based signature (ABS): Attribute-based signatures were introduced by Maji et
al. in [18]. ABS is a signature algorithm to produce authenticated messages using attributes
instead of identities. Similarly to ABE, in an ABS scheme users are associated with attributes
that use their secret parameters to sign data, and verification process only reflects that the
signer posses some attributes without the revealing identity of this user.

3. Attribute-based signcryption (ABSC): It is a signcryption primitive [19], i.e., an algorithm
that allows to sing and encrypt a message in one logical step. Signcryption algorithms are
deemed to be more efficient than an encryption and signature scheme because the former
require less operations than the latter approach. ABSC provides fine-grained access control
and data authenticity.

2.5 General framework of CP-ABE

A general framework of a ciphertext-policy attribute based encryption consists of four main
algorithms: Setup, Encrypt, KeyGen, and Decrypt [20], that are described below.

* Setup(\,U) — (MK, PK). The setup algorithm receives as input the security parameter
A (often in unary expression: 1*) and a universe of attributes UU. The algorithm outputs the
master key M K and the public parameters PK.

* Encrypt(PK,m,A) — CT. The inputs of the encryption algorithm are the public pa-
rameters P K, the message to be encrypted m, and the access structure or policy A that is
defined over the attribute universe U. The output of the algorithm is the ciphertext C7T" such
that only those users whose attributes satisfy the access structure A will be able to decrypt
to obtain m. It is assumed that the access structure A is included implicitly in C7".

* KeyGen(MK,S) — SK. The inputs of the key generation algorithm are the master key
M K and an attribute set S. It outputs a private key SK such that the user in possession of
SK is able to decrypt all the ciphertexts whose access structure A is satisfied by the attribute
set 5.

* Decrypt(PK,CT,SK) — m. The decryption algorithm receives as inputs the public
parameters P K, a ciphertext C'T" containing an access policy A, and a private key SK that
is associated to an attribute set S. If the attribute set satisfied the access policy, then the
decryption algorithm returns the plaintext message m.
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Figure 4. Example of a CP-ABE scheme. Only the users with secret keys associated to attributes
that satisfy the access policy can decrypt the message.

2.6 Access structures

Definition 2.1 (Access structure [21]). Let { P, P, ..., P,} be a set of parties. A collection A C
2{PLP2 o Pu} s monotone if VB, C if B € A and B C C implies that C' € A. Then, an access struc-
ture (respectively, a monotone access structure) is a collection (respectively, a monotone collection)
A of non-empty subsets of the set of parties { P, P, ..., P,}, thatis, A C 2P0z Puk\ £()) The
sets that are in A are called the authorized sets, while the sets that are not in A are called the
unauthorized sets.

2.6.1 Access trees

Definition 2.2 (Access tree [17,22]). Let 7 be a tree representing an access structure or an access
policy. Every non-leaf node of 7 represents a threshold gate according to a description of its
children and a threshold value. Let z be a node of 7, num,, the number of children nodes of z, and
k, its threshold value, such that 0 < k, < num,. A node = can represent an OR gate when k, = 1,
and an AND gate if we define k, = num,. Every leaf node of T is tagged with an attribute and k.,



is defined as k, = 1.

As described in [22], some functions are commonly defined in order to operate appropriately
the access tree. The function parent(z) returns the parent of the node x. If a node x is a leaf
node, the function att(z) returns the attribute of the node x. It is useful to define an ordering
between the children of every node in the tree numbering them from 1 to num,. Thus, the number
associated to the node x in this ordering is returned by the function index(x).

Satisfying an access tree. Let r be the root node of an access tree 7. We can define the sub-tree
of 7 rooted at the node x as 7,. Thus, the access tree T can be also denoted as 7,.. Let S denote a
set of attributes. We denote 7,.(S) = 1 if the set of attributes .S satisfies the access tree 7. 7,(.5)
is executed recursively. If a node z is a non-leaf node, then 7.(S) is evaluated for all children
node 2’ of the node x. An 1 is returned by 7,(.5) if and only if at least &, children of z return 1.
On the other hand, if z is a leaf node, then 7, (S) returns 1 if and only if the attribute attached to
x belongs to the attribute set, that is, if att(x) € S. Finally, a graphical example of an access
structure represented as an access tree is depicted in Fig. 5.

T.
AND
OR t>=3 OR
[ E F | G || H | B AND

e

\ /

B |/ | OR /| Cc¢c |\ D || E | _

OR

=

Figure 5. Example of an access tree rooted in the node 7, in a graphical form. The attribute
universe is represented with the alphabet letters from A to L. The leaf nodes are the attributes
of the access structure. The non-leaf nodes are threshold gates where { is the threshold value
of the node. Nodes labeled as AND and OR, are also threshold gates with ¢ equal to the number
of child nodes for AND gates, and with ¢ equal to 1 for OR gates.



2.6.2 Secret sharing scheme

Definition 2.3 (Secret sharing scheme [23]). Let S be a finite set of secrets. A distribution
scheme II with domain of secrets .S realizing an access structure A is a secret-sharing scheme if
the following requirements hold:
1. Correctness. The secret s can be reconstructed by any authorized set of parties. That is,
for all set B € A (with B = {P;,..., PZ-‘B‘}), there exists a function RECONg : S;; X
X SZ-‘ 5 S, called reconstruction function, such that for every secret s € S, and every
random input r,
Pr [RECONg(II(s,7)p) = 5] = 1.

2. Perfect privacy. In terms of information theory, every unauthorized set cannot learn any-
thing about the secret. That is, for any set B ¢ A, for every two secrets a, b € S, and for any

possible vector of shares (k;) B’

Pr|(a,r)p = <kj>Pj€B} = Pr [H(b, r)B = <kj>PjeB]

2.6.3 Linear secret sharing schemes

Definition 2.4 (Linear secret sharing scheme (LSSS) [20,21]). Let II be a secret sharing scheme
over a set of parties P. It is said that II is a linear secret sharing scheme over Z, if the following
conditions hold:
1. The shares of each party P € P form a vector over Z,,.
2. There exists a (I x n) matrix A, called the share-generating matrix for II, and there is a
function p(i) : {1,...,l} — 7P that labels the i-th row of A with a party. Let s € Z,
a secret to be shared using I, and consider the column vector v = (s,79,...,7;), Where
re,...,T € Z, are random numbers. Then, the vector A\ = Av is the vector of [ shares of
the secret s following the scheme II. The share \; belongs to the party indicated by p(i).

LSSSs are used to represent access policies for ABE schemes. An example of an LSSS matrix
M and a labeling function p is depicted in the following equation. The access policy represented
by the access tree 7, of Fig. 5 has been transformed to an LSSS with a (14 x 8) matrix M using



the algorithm of Liu et al. [24].

111100 0 0] B
1112000 0 A
1112000 0 C
1110100 0 C
1110200 0 D
1110300 0 E
124001 10 . E
M=11 941002 4 o PW=1F
1240039 0 G
124004100 H
139000 0 0 I
139000 0 1 J
139000 0 2 K
139000 0 2 L

2.6.4 Bilinear maps

A bilinear maps are mathematical functions that are widely used to implement the so-called pairing-
based cryptography. In this context, bilinear maps are also called bilinear pairings. The definition
of these maps is given below.

Definition 2.5 (Bilinear maps [15, 22]). Let G and G be two multiplicative cyclic groups of
prime order p. Let also g be a generator of the group G. The map e : G x G — G is said to be
bilinear if the following properties hold:
1. Bilinearity: for all p,q € G, and for all a, b € Z,, we have e(p®, ¢*) = e(p, ¢
2. Non-degeneracy: the map e does not map ¢ to the identity 1¢,. of Gy, thatis e(g, g) # lg,.
On other words, if g is a generator of G then e(g, g) is a generator of Gr.
3. Computable: there exists an efficient algorithm to compute e(p, q) € Gy for every p,q € G.

)ab.

Groups G and G where such properties hold exist. The Tate and the Weil pairings are examples
of these bilinear maps [25]. In these constructions, G is commonly an elliptic-curve group and G
is a finite field.

2.7 Management mechanisms in ABAC

Attribute-based access control schemes may include some mechanisms to modify the state of
the system in a given moment during its normal evolution. We refer as management mechanisms
to those features of an ABAC scheme that allow to change the access rights of the system partic-
ipants or modifying the access policies of the stored data. There are three of these management
mechanisms that are mainly studied or proposed in the literature: user revocation, attribute update,
and policy update, which are described as follows:
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» User revocation. User revocation is the capacity of an access control scheme to remove the
access rights of a given user of the system while the other users are still capable of accessing
the stored data.

* Attribute update. The attribute update feature means that the scheme includes a mechanism
to change the access rights of a given user by changing his/her attributes. This change in
access privileges can be either by adding or reducing attributes of the user. Again, this
process must not compromise the access capabilities of non-updated users in the system.

* Access policy update. The access policy update feature in ABAC schemes allows the data
owner to change the access policies attached to an outsourced ciphertext. This change may
include an addition or reduction of the attributes required to decrypt the data or even a change
on the configuration of attributes in the access policy. This mechanism allows the scheme
to respond to changes in the sensitivity of the data according to the preferences of the data
owner.

2.8 Data aggregation

Data aggregation is the application of operations or transformations over a set of values to obtain
an aggregated value with concentrated information about the original values [26]. An example of
data aggregation is to compute one dimensional values from a vector of values such as the sum,
product, mean, and variance. In the context of fog-enabled loT applications data aggregation is an
interesting mechanism to reduce memory usage for sensor nodes and minimize the communication
overhead for the network.

2.8.1 Privacy-preserving data aggregation

One of the drawbacks of data aggregation mechanisms is the requirement of aggregator nodes that
may compromise the privacy of data since they have access to different data sources or related
to different users. For this reason, privacy-preserving data aggregation techniques have been pro-
posed to overcome the concerns in this area [26-29]. The main approach of privacy-preserving
data aggregation of homomorphic encryption that allows to perform arithmetic operations over en-
crypted data in such a way that the resulting ciphertext, when decrypted, is the same as the obtained
when operations are performed in plaintext.

3 State of the art

The study of attribute-based access control schemes for fog-enabled IoT applications has re-
ceived much attention in recent years. For this reason, this section presents a review of the most
relevant works in ABAC schemes for the Fog-IoT environment. Those works based on attribute-
based cryptography are mainly considered. The review process places special emphasis on systems
that implement mechanisms for computation outsourcing, user and attribute revocation, and access
policy update. Figure 6 shows a general diagram of the organization of the consulted literature.

11



Related work

v v

Attribute-based Access Attribute-based Access
Control for loT Control for Fog-enabled loT
Computation Management Data
Outsourcing Mechanisms Aggregation
User
revocation
Policy
Update
Attribute
Update

Figure 6. Overview of the organization of related work.

3.1 Attribute-based access control for IoT

The beginnings of ABAC for IoT can be traced back to the work of Yu ez al. [30] in the context of
a wireless sensor network (WSN). In their paper, a fine-grained access control scheme is proposed
based on KP-ABE. In this system, the sensor nodes are assigned a set of attributes while users have
in their possession an access structure. Sensed data is encrypted by sensor nodes using a symmetric
key algorithm and the symmetric key is encrypted under the corresponding attributes. The scheme
also incorporates collusion resistance and user revocation. However, the network model is highly
constrained by the sensor nodes resources since they handle the user data access requests. Hu et
al. [31] follow a similar approach and proposed a CP-ABE scheme to be used in wireless body
area networks (WBANS) for patient-health monitoring. In this work, sensor nodes encrypt health
reports using a symmetric encryption algorithm and encrypt the session key by CP-ABE. Keys
and data are transmitted to a data sink where only those doctors, nurses, and authorized users with
appropriate attributes can decrypt the reports. These proposals brought to light the benefits of
attribute based access control mechanisms in the context of sensor networks.

Attribute-based encryption is a promising primitive for ABAC schemes that received much at-
tention in recent years to protect data outsourced to the cloud [3]. This idea is exploited by Yao et
al. [16], they proposed a lightweight KP-ABE access control scheme for data collected by [oT de-
vices and outsourced to the cloud. The main idea is to achieve an efficient KP-ABE scheme suitable
for resource constrained [oT devices by avoiding the expensive pairing operations used in previous

12



ABE schemes. Their scheme is based on elliptic curve cryptography (ECC) and is proven to be
secure against chosen plaintext attack (CPA) under the Elliptic Curve Decisional Diffie-Hellman
(ECDDH) assumption. Nevertheless, the scheme lacks the flexibility to revoke user attributes and
to achieve scalability.

Eventually, more features were added to this kind of schemes. Yeh et al. [32] presented CP-
ABE scheme for access control to personal health information. Data produced by lightweight 1oT
devices are outsourced to the cloud and protected with attribute based encryption to achieve fine-
grained access control. This system incorporates auditing and attribute revocation mechanisms to
increase the security and flexibility of the scheme. Following a similar path, the access control
scheme proposed by Han et al. [33] focuses on a problem of user privacy. They pointed out that
CP-ABE schemes may reveal sensitive information when the access policies, required to decrypt a
message, are not hidden in a decryption query. Hence, they proposed a CP-ABE scheme for cloud-
based IoT applications with policy hiding feature. Later, also for the cloud-IoT environment, Li e?
al. [34] presented an ABAC scheme going an step further including both hidden access polices and
user accountability. The former is implemented to protect the user privacy, while the latter is used
to avoid the key abuse problem in which a user is able share her/his secret keys to third parties.

Despite the relevant advances achieved in the area, a common problem in ABAC schemes in the
cloud-IoT environment are the reduced computing resources available in the end user side. Thus,
existing proposals of ABAC schemes made it clear that the development of more efficient access
control schemes with new functionalities require different approaches, for instance, to leverage the
fog computing paradigm. In the next section, a review of the most relevant ABAC schemes for the
fog-enabled IoT environment is presented.

3.2 Attribute-based access control for fog-enabled IoT

Alrawais et al. [35] presented one of the first works involving the fog and ABE. They proposed
a CP-ABE scheme to enable an efficient and secure key exchange protocol. Their idea is to use
CP-ABE to exchange session keys for communications fog-to-cloud and fog-to-fog. The main
drawback of the scheme is that IoT devices are not considered in the protocol. Moreover, no
management mechanisms or network scalability are considered.

Taking into account the new threats in the fog environment, such as side channel attacks, Yu et
al. [36] proposed a generic framework for leakage-resilient functional encryption (LR-FE) suitable
for fine-grained access control schemes in fog computing. Their framework is based on functional
encryption (FE) that is deemed to be a generalization of several cryptographic primitives, including
IBE and ABE. Although, several instantiations of FE are obtained from this framework that are
proven to be secure under the Continual Memory Leakage (CML) model, empirical performance
evaluations are not reported. In addition, user revocation, policy update, and computation out-
sourcing are not considered in the model which represents a significant limitation of the scheme in
terms of flexibility and efficiency.

Eventually, research in this field led to novel security considerations. Jiang et al. [37] indicated
that by using existing methods for defining access policies, a user can take subsets of its privileges
to produce new secret keys and delegate them to unauthorized users or devices in the Fog-1oT
environment, i.e., key delegation abuse. Attending this concern, the authors proposed a CP-ABE
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scheme resistant to the key-delegation abuse problem and incorporates a traitor tracing mechanism.
However, they achieve these features by sacrificing expressiveness and flexibility of the access
policy. Additionally, the decryption process requires several pairing operations that are performed
by the end devices which impacts the efficiency of the system.

3.3 Computation outsourcing

One of the main drawbacks of ABC schemes is that the involved operations, such as encryption
or decryption, can be excessively expensive for resource-constrained IoT devices. The main reason
is that the underlying cryptographic constructions are commonly based on pairing operations which
may produce significant computational burden. An interesting approach to overcome this problem
is to delegate costly operations to a more powerful node in the network, e.g., to a fog node. This
idea has been previously used in the context of cloud-based data storage in [38] and [39]. Green et
al. [38] introduced the concept of outsourced decryption for ABE using a proxy. On the other hand,
Lounis et al. [39] only outsource the encryption process to a trusted gateway to reduce computation
overhead in WSNs. Moreover, Lai et al. [40] introduced another important feature for ABE with
outsourced decryption: verifiability of decrypted data. This feature refers to the verification of the
integrity of received data when part or the total of the decryption process is delegated to another
entity.

Given the clear advantages of the outsourcing approach for end devices and data owners, several
access control schemes with cryptographic operations outsourced to the fog rapidly appeared. Zuo
et al. [41] proposed an ABE scheme with decryption outsourcing and verification that is proven
to be secure against chosen ciphertext attack (CCA). Similarly, in [42] a CP-ABE scheme with
proxy decryption is proposed. In this work, the access policies are hidden to curious entities
and multiple attribute authorities are considered to enable the scalability of the model and reduce
the key escrow risk. Going one step further, Zhang et al. [43] presented an efficient CP-ABE
scheme with outsourcing for both encryption and decryption operations achieving reduced and
constant execution time for data owners and users. This approach is also applied for fog-enabled
E-health applications by Zhao et al. [44]. In addition to outsourcing mechanisms for encryption
and decryption, the scheme in [44] also includes the large universe property which means that the
size of the common parameters of the scheme are no dependent to the size of the attribute universe.
Furthermore, the initialization phase of this scheme does not require the specification of the total
number of attributes to be used. This improves the flexibility and scalability of the ABAC scheme.
Another CP-ABE scheme with outsourcing of the two operations is presented in [45]. Although
the scheme does not include verification mechanisms, it integrates the attribute and user revocation
features.

The strategy of outsourcing cryptographic operations also extended to schemes with multiple
authorities. In the work of Vohra et al. [46], a CP-ABE scheme with multiple attribute authorities
is proposed where each attribute authority is in charge of a subset of the attribute universe and
issues the corresponding keys to the end users. This measure helps with the scalability of the
system since the bottleneck of a unique attribute authority issuing the secret keys is avoided. In
this work, only the decryption is outsourced to a proxy after a verification of the ciphertext, while
the encryption is performed in two phases, namely offline and online encryption, to reduce the total

14



encryption time for the data owner.

Correspondingly, Belguith ef al. [47] presented another CP-ABE scheme with multiple attribute
authorities. In this case, the authors addressed the problem of publicly available access policies
in ciphertexts and proposed a policy-hidden ABE scheme with decryption outsourcing. Access
policies are composed of a generic attribute name and an attribute value. Generally, policies are
transmitted along the ciphertext in the clear, leading to potential privacy leakages. Partially hidden
policies were previously studied in [48,49] as a measure to hide the attribute value. This approach
conducted to CP-ABE with hidden access policies like the proposed in [50,51].

Similarly to [47], Fan et al. [52] proposed a multi-authority (MA) CP-ABE scheme with hidden
access policies and verifiable outsourced decryption. The system model considers two types of
authorities: the certificate authority, and the attribute authority. The certificate authority is in
charge of the registration of the attribute authorities and end users, and issues the corresponding
identifiers for these entities. There are several independent attribute authorities in the system that
have different attributes in their domain. They are in charge of hiding these attributes, issuing them
to users, and generating the corresponding keys. Their results show that the efficiency on the final
devices is improved compared to previous schemes. Finally, the main contribution of this work is
the user revocation mechanism.

Outsourcing of both encryption and decryption with verification feature for CP-ABE with the
setting of multiple authorities is achieved by Sun et al. in [53]. One of their main contributions
is the hybridization of MA CP-ABE and searchable encryption (SE). This scheme achieves fine-
grained access control by using expressive access policies based on a Linear Secret Sharing scheme
(LSSS), and high computation efficiency for both data owners and users. Additionally, it is proven
to be secure against the Chosen Plaintext Attack under the Decisional Bilinear Diffie-Hellman
(DBDH) assumption. Similarly, Tu et al. [54] presented a MA CP-ABE scheme that allows to
outsource encryption and decryption operations to the fog layer. The scheme also incorporates
an attribute revocation mechanism based on attribute group keys. However, the verification of
outsourced operations is not included in this proposal which leads to security concerns about the
integrity of transmitted data.

Sarma et al. [55] also outsourced encryption and decryption of their CP-ABE scheme. In this
case, only two main authorities are considered to avoid the key escrow problem: the key authority
(KA) responsible for distributing public parameters of the scheme and issuing secret keys for data
users; and the Attribute Manager (AM) who is in charge of joining users, key update, ciphertext re-
encryption, and attribute addition or revocation. Although the scheme achieves efficiency for end
devices and attributes revocation, it lacks a verification feature, and scalability is not considered.

Computation outsourcing is also present in access control schemes based in ABS and ABSC.
Encryption and decryption operations are delegated to the fog nodes in the scheme of Huang et
al. [56]. Their proposal is based in CP-ABE but additionally integrates an ABS mechanism that
allows only authorized users to update the ciphertext after verifying their attributes. A similar
situation can be found in the work of Zhang et al. [57] that proposed a CP-ABE scheme for the
Internet of Vehicles (IoV). In this work, an ABS mechanism is applied to enable the verifiability of
outsourced decryption. The scheme is efficient enough in the user side to be implemented in loV
applications.
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In [58] a multi-authority access control scheme for the Fog-IoT environment based on attribute
based signcrypion is presented. Signcryption and designcryption operations are delegated to the
fog layer. Compared with previous ABSC schemes, the proposed one achieves high expressiveness
in the access policies. In addition, the scheme allows to anonymously authenticate users in the
network, and verification of the partially designcrypted data is also included.

On the other hand, a verifiable single authority CP-ABSC scheme for fine-grained access con-
trol is proposed in [59]. The main features of this scheme are the privacy-preserving data origin
authentication, the access policy update, and the constant ciphertext size.

3.4 Management mechanisms

Management mechanisms for ABAC schemes in the Fog-1oT environment are an essential re-
quirement due to the intrinsic dynamic nature of the involved nodes and entities. The network may
experience a large number of joining and leaving nodes as a normal behavior. Furthermore, user
privileges may vary over time according to their previous usage patterns or simply because they
are upgraded or downgraded according to their active role. Similarly, there are situations where the
access rules defined for the outsourced data must be changed. For instance, in the context of IIoT,
data collected from a certain industrial process at a given point in time may not be as sensitive after
some time has elapsed. In this situation, the data owner is entitled to change the data access policy
in correspondence with this change in the sensitivity or importance of the data.

There are three main categories of management mechanisms considered in the literature: user
revocation, attribute update (or revocation), and policy update [11,12,60]. Access control schemes
that incorporate one or more of these features have been developed to respond to specific require-
ments of a given application environment. Some of the access control schemes based on attribute
based cryptography that incorporate some type of management mechanism are described below.

3.4.1 User revocation

Some of the previously mentioned schemes offer the user revocation feature [42,45,52,57]. In the
work of Jahan et al. [42], two main groups of users are considered: writers and readers. The data
owner is required to send two lists to the central authority with information about the readers and
writers of data. Basically, there exists an access policy for reading data and another one for writing.
When a user is revoked, the ciphertext is updated with modified attributes and corresponding secret
values that are not issued to the revoked users. However, this revocation mechanism is not general
for the overall system and each data owner is in charge of the revocation of readers and writers that
have access to his/her data.

The scheme proposed by Chen ez al. [45] achieves both user and attribute revocation. The system
also outsources the encryption and decryption operations to fog nodes using partial proxy keys for
each user. Thus, the revocation of a user only requires to delete the key for partial decryption from
the fog nodes. This means that the end user will no longer be able to access the encrypted data
because the fog node will no longer deliver its partially decrypted portion. The main advantages of
this user revocation process, are that neither the group keys or the ciphertext need to be updated,
reducing the computation overhead.
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Only user revocation is implemented in the CP-ABE scheme of Fan et al. [52]. The system
includes an anonymous attribute set that the CSP can link to users identifiers using a list in its
possession. The algorithm for user revocation is executed by the CSP who, upon receiving a revo-
cation request of a given user, removes the set of anonymous user attributes. The keys of the proxy
server user for computation outsourcing are also deleted. Hence, the revoked user can no longer
access data since the proxy cannot run the outsourced decryption algorithm. With this mechanism,
it is not necessary to update the keys of non-revoked users or re-encrypting the ciphertexts.

Auditable user revocation is supported in the scheme of Zhang et al. [57] that is designed for
applications of Internet of Vehicles (IoV). The system defines a group manager (GM) who is in
charge of the revocation of users. This process includes a verification stage performed by an auditor
(an entity) that decides if the data user has the required rights to request the revocation. Attribute
based signatures are used to authenticate these revocation requests. Then, the GM writes the user
identity into the revocation list and uses a version control to update group parameters. This method
requires to re-encrypt the ciphertext and to update the private keys of remaining users in the group.

3.4.2 Policy update

The additional feature of updating the access policies allows increasing the flexibility of an access
control scheme. The CP-ABSC scheme proposed by Belguith et al. [59] incorporates this feature
by allowing the data owner to add or remove attributes to the access policies. Although the scheme
is not intended for the fog computing paradigm, it includes a computation outsourcing mechanism
to help resource-constrained IoT devices during the designcryption process with the verifiability
property. The main advantage of this approach is that signcrypted data is combined with additional
components and the policy updating only requires to modify these components. The CSP is in
charge of the policy updating process which does not require to re-signcrypt the data or sending
new secret keys to the system users. However, the system model in [59] relies on a single central
trusted authority for issuing the private keys of the users and setting up the entire system, and this
raises certain security and scalability concerns. Also, the underlying access structure is a threshold
gate that presents a reduced ability to define precise fine-grained access policies, which impacts
the expressiveness of the scheme.

Ling et al. [61] proposed another scheme with policy update. In this case, the authors are fo-
cused on designing a data access control scheme that supports: a large attribute domain, i.e., the
size of public parameters does not depend on the number of attributes considered in the system;
the policy update feature; white box traceability, i.e., the ability of tracking malicious users if they
share their keys in an unauthorized way, and without requiring a list; multiple authorities; and high
expressiveness. By including all these characteristics, the authors achieve a flexible and traceable
access control scheme. However, the scheme does not include computation outsourcing mecha-
nisms and leaves the end devices to perform the expensive encryption and decryption operations,
which limits its applicability in resource-constrained devices.
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3.4.3 Attribute update

As stated previously, attribute update refers the capacity of an attribute-based access control scheme
to update the attributes of the users when their access rights change, whether they increase or de-
crease. In some works, only the second case is considered which is also known as attribute revo-
cation. The scheme of Zhang et al. [43], includes the attribute update feature. In their approach,
when an attribute of a given user is updated, not only the secret keys related to the attribute of the
updated user is modified but also the keys of the non-updated users are changed. Also, the cipher-
texts that include the updated attribute are updated so that they remain available in the system for
future data requests.

The CP-ABSC scheme presented by Xu et al. [58] considers attribute revocation. There are mul-
tiple attribute authorities in the system, each of them is responsible of a different set of attributes.
In the attribute revocation phase, the corresponding attribute authority chooses a new attribute ver-
sion key and issues update keys to the non-revoked users and the CSP. Finally, the CSP is in charge
of updating the ciphertexts tagged with the attributes that were updated.

In addition to user revocation, the scheme of Chen et al. [45] also includes attribute revocation.
In this work, the key authority updates the group attribute that is delivered to the corresponding fog
node. Then, the fog node produces the new attribute group key and makes a query to the CSP for
updating the ciphertext. Then, future data requests are responded to by the cloud with the updated
version of data.

Zhao et al. [44] studied the attribute revocation in their CP-ABE with verifiable computation
outsourcing. They claim that, in their model, the attribute revocation only requires that the CSP
reencrypts the ciphertext, replacing its access policy with another one, such that all the non-revoked
users can decrypt the new ciphertext except the revoked user. However, the precise procedure to
achieve this is not described which means that, if two or more users have the same set of attributes,
the attribute revocation will potentially affect both.

Finally, Sarma et al. [55] presented a CP-ABE approach with attribute update. Specifically, they
include mechanisms for attribute revocation and addition. The scheme includes system version
and attribute version parameters that helps to define a history of the attributes and its validity along
time. The attribute revocation phase affects the non-revoked users of the system by updating their
keys that are related to the attribute that is revoked from a user. Again, this process requires to
update the ciphertext tagged with the revoked attribute. On the other hand, in the attribute addition
phase, the key authority issues the corresponding keys to the updated user who can only use her/his
new attribute to decrypt ciphertexts produced after receiving the corresponding keys.

3.5 Data aggregation

The combination of attribute-based access control and privacy-preserving data aggregation has
been studied in the work of Ruj et al. [62], whose full construction can be found in [63]. They
proposed a security architecture to collect data from smart grids in a privacy preserving manner
and allows data access control. The architecture is divided in two main parts. The first part consists
of the smart meters in the home area network. Data produced by smart meters is collected and
hierarchically aggregated using Paillier homomorphic encryption. The second part consists of
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several remote terminal units that are in charge of sending the aggregated data to the CSP and
defining the access policies to be applied to these data. Although this architecture offers one of
the first constructions that join privacy-preserving data aggregation and an ABAC scheme, the two
mechanisms work at different levels, one after the other.

In the context of cloud-assisted wireless body area networks for health applications, Fang et
al. [64] proposed a CP-ABE scheme with data aggregation. In this work, the data collected from
the sensors implanted in the patient body are blinded and then forwarded to a data sink that is
in charge of the data aggregation process based on the Paillier cryptosystem. Then, the CP-ABE
scheme is applied over aggregated data.

With regard to ABAC schemes with privacy-preserving data aggregation in fog-enabled IoT ap-
plications, to the best of the authors knowledge, the scheme proposed by Belguith ez al. in [19] the
only work that has included the data aggregation functionality to an ABAC scheme including the
fog computing paradigm. It is based on CP-ABSC with a single attribute authority and no manage-
ment mechanisms. In this scheme, IoT devices signcrypt the produced data that is later forwarded
to an untrusted aggregator (fog node). The received data can be decrypted by the aggregator only if
a minimum number of IoT devices cooperates. However, the scheme does not offer the possibility
of defining access policies for individual data, and CSP entity is not considered for data storage
outsourcing.

3.6 Discussion

A comparison of the most relevant reviewed schemes with their functionalities and character-
istics is shown in Table 1. Although there are several features that can be used to describe these
systems we focused on: the type of scheme, the type of access structure (AS), the use of multiple
authorities (MA), if key escrow resistance (KER) is considered, supported management mech-
anisms, computation outsourcing mechanisms, for data aggregation (DA) support, the security
model used to prove security, and if empirical performance evaluations (EPE) are reported.

There is a clear consensus in the literature on the benefits of CP-ABE to be used in ABAC
schemes. The main reason behind is that this kind of cryptographic primitive allows to define
expressive access policies and to clearly decide the properties (or attributes) that an authorized
user should have. In addition, CP-ABE constructions are flexible enough to be integrated with
additional functionalities that enhance their security, flexibility, and practicability. For these rea-
sons, CP-ABE seems to be adequate for an access control scheme suitable for the fog-enabled IoT
environment.

Four main approaches to define the underlying access structures of ABAC schemes are consid-
ered in the reviewed works: monotone access trees, linear secret sharing schemes, AND gates, and
threshold gates. Among them, monotone access trees and LSSS are the most accepted and inter-
esting approaches in the state of the art. Although both structures allow to define expressive access
policies, the access tree representation is more meaningful for the end user. Alternatively, the LSSS
approach provides a relatively compact representation that leads to efficient implementations while
maintaining a good level of expressiveness.

Another consideration that is crucial for the behavior of an ABAC scheme for Fog-IoT appli-
cations is the number of authorities and the distribution of responsibilities. Several proposals use
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Table 1. Comparison of existing access control schemes for the Fog-loT environment.
Acronyms: Access structure (AS), Multi-authority (MA), Key escrow resistance (KER), User re-
vocation (UR), Policy update (PU), Attribute Update (AU), Encryption (Enc.), Decryption (Dec.),
Verifiability (Ver.), Data aggregation (DA), Security model (SM), and Empirical performance eval-
uation (EPE).

Work Type AS MA KER Management Outsourcing DA SM EPE
UR PU AU Enc. Dec. Ver
[35] CP-ABE Monotone Tree X X X X X X X X X - v
[36] LR-FE Monotone Tree  x v X X X X X X X CML X
[37] CP-ABE AND gates X X X X X X X X X sCPA X
[41] CP-ABE AND gates X X X X X X v v X CCA v
[42] CP-ABE Monotone Tree v v v X X X v X X CPA v
[43] CP-ABE Monotone Tree = X X X X v v v X X CPA v
[44] CP-ABE LSSS X X X x v v v X x  sCPA v
[45] CP-ABE Monotone Tree  x X v x v v X X - v
[46] CP-ABE Monotone Tree Vv v X X X X v v X - v
[47] CP-ABE LSSS v v X X X X v v x RCPA V
[52] CP-ABE LSSS v v v X X X v v X - v
[53] CP-ABE LSSS v v X X X v v v x  CCA v
[54] CP-ABE LSSS v v X X X v v v x  CCA v
[55] CP-ABE Monotone Tree X v v X v v v X X CPA v
[56] CP-ABE Monotone Tree X X X X X v v X X CPA v
/ ABS
[57] C/P;“?BE;E Monotone Tree % X v X X X v v x CPA
[58] CP-ABSC SpanProgram v v x x Y v v v x  CCA v
[59] CP-ABSC Threshold X X x Vv X X v v x RCCA V
[61] CP-ABE LSSS v v X v X X X X x  sCPA v
[19] CP-ABSC Threshold X X X X X X X X v - v

only a single authority in the system [19,35-37,41,43-45,56,57,59] which is mainly in charge
of setting up the system and issuing the attributes and keys to the other entities and users. This
approach is not suitable for highly dynamic environments since the central authority represents a
single point of failure and it can be a bottleneck. In addition, there are security concerns in the
single authority setting, for instance, the key escrow problem [55]. This problem refers to the ca-
pacity of the key authority to generate its own keys on behalf of users on the network, and then
being able to decrypt all the stored ciphertexts. In this sense, the key escrow problem represents
a threat to confidentiality and privacy of outsourced data. Therefore, it is essential to an access
control scheme for the Fog-IoT setting to be key escrow resistant. The multi-authority approach is
a promising measure to provide this feature. In addition, the distribution of responsibilities among
different attribute or key authorities reduce the security risks and the dependence of the network
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on a unique entity. Finally, the existence of multiple entities to manage the entry and exit of users
is favorable to achieve the scalability of the access control scheme.

As mentioned earlier, [oT applications are commonly deployed in dynamic scenarios where the
system may experience several changes during its operation. Hence, access control schemes in this
environment require a certain level of flexibility to adapt to these changes. The incorporation of
management mechanisms to access control schemes is a way of achieving this desired flexibility.
The user revocation is the one of the main requirements for any access control scheme to revoke
the access rights to malicious users. In addition, one of the situations that may arise is that, for
different reasons, the privileges or the position (role) of a user in the system change. Then the
scheme must be capable of reacting to this behavior and deliver the corresponding attributes and
keys to that user, i.e., attribute update or, if the user only loses attributes, attribute revocation.

One of the main benefits of ABAC schemes based on attribute based cryptography is that the
control over outsourced data is transferred to the data owner, who is responsible for defining access
policies in a fine-grained mode. With a normal system operation, data produced by different types
of devices may suffer a change on the sensitivity, i.e., the importance of these data may vary over
time. In this sense, to achieve a flexible access control scheme, it is important that the user has the
ability to modify the access policies defined for the ciphertexts, that is, policy update. Although
this feature is included in some proposals of the literature [59, 61], its combination with other
features and management mechanisms for ABAC schemes is still not well-studied.

In ABAC schemes based on ABC, the attribute update or revocation has not been studied as
much as user revocation. For this reason, although for user revocation there exist efficient and prac-
tical solutions in the literature, most of the existing schemes with attribute revocation still require
to update the ciphertexts and secret keys of the non-updated users that are related to the updated
attributes. Such a process represents a drawback for ABAC schemes in terms of the scalability and
processing efficiency of the system. Hence, more appropriate solutions are needed to obtain more
flexible attribute-based access control schemes with wide set of management mechanisms.

We consider that one of the most important functionalities that the fog computing paradigm
can offer to IoT applications is computation outsourcing. Particularly, the outsourcing of encryp-
tion and decryption procedures performed in an ABAC scheme that commonly include expensive
operations. Even though these features have been widely investigated so far, it is critical to incor-
porate them in applications that involve resource-constrained IoT devices. Furthermore, in order
to not compromise the security and reliability of a flexible fine-grained access control scheme, the
verifiability of partially decrypted data must be also included.

Finally, in several IoT applications such as I10T, the privacy-preserving data aggregation is an
interesting and useful functionality that is desirable to include in access control schemes. There are
two main reasons for this. First, the capability of aggregating collected data from several sensors
can further increase the granularity of the access control over the stored data, allowing to certain
users to only read aggregated data. Second, the memory and communication costs. Aggregated
data requires much less space to be stored and, consequently, to be communicated. This last point
is highly related to the scalability of the system.
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4 Research proposal
4.1 Motivation

The emergence of the fog computing paradigm has brought a new ecosystem in which IoT
applications can benefit in many ways. Existing solutions for security and privacy issues in the
Cloud-IoT environment can be enhanced in this novel setting with either efficiency improvements
or additional features [2]. For instance, security mechanisms to protect data generated by 10T
devices and outsourced to the cloud can be further improved in terms of efficiency and availability
for data owners and users.

Access control is an important measure to ensure the privacy of outsourced data to the cloud.
Although a variety of access control schemes have been proposed for the cloud-based IoT environ-
ment there are still diverse challenges for this technology to meet several requirements in terms of
security, flexibility, scalability, and other functionalities [2, 3,10, 11].

Industrial Internet of Things (IloT) is a subset of IoT focused on the interconnection of industrial
elements and collection of data used with the aim of increasing production benefits, reducing
energy consumption, monitoring assets and processes, among other goals [65]. Existing security
and privacy issues for conventional IoT, can be more serious in 1IoT, specially for the implications
of data leakage or infrastructure damage.

Consequently, the study of methods and algorithms to develop secure and efficient fine-grained
access control schemes suitable for the Fog-IoT environment is an important research area. Fur-
thermore, the investigation of additional features for access control schemes, such as data aggrega-
tion, can further improve their suitability for promising applications such as smart homes/building/grids
and the IIoT. For these reasons, in this project an attribute-based access control scheme for the fog-
enabled 10T environment is proposed considering properties such as flexibility with management
mechanisms, scalability, and data aggregation.

4.1.1 Example application scenario

In the context of IloT, attribute-based access control provides a very useful way for industries to
share the data they generate about their industrial processes with third parties or even within their
own workforce. In this case, the industrial organization plays the role of the main data owner for
which there are a large number of devices, or sensors, acting as data generators that produce the
messages to be encrypted. The operators responsible for these devices are the data owners. In order
to exploit the deployed sensor network, organizations may store their data in the cloud through data
owners applying an attribute-based access control scheme. The fog computing paradigm is also
exploited here for computation outsourcing, in particular, for data encryption and decryption. In
this way, a Fog-IoT environment is established.

In order to obtain useful information both for decision making and for its use in facility opera-
tions, the organization requires data to be processed and analyzed by different subjects or entities
that, depending on the needs of the company and the sensitivity of the data, may have different
access rights and even access only to statistical information of the collected data. In this situation,
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an ABAC deployed in this environment that includes appropriate management mechanisms and
the privacy-preserving data aggregation feature would handle such requirements.

In the mentioned setting, end users are internal or external data analysts that clearly may have
different access rights depending on the requirements of the data process. Actuator devices may
also need access to a specific type of data to properly perform their functions. Hence, the attribute
universe may contain fields such as association (internal or external), location, facility, type of
process, type of analyst, type of receiver, among others. A model of the example application
scenario is presented in Fig. 7.

Finally, the growing nature of this environment raises the importance of considering a scal-
able system model in which multiple attribute authorities can manage the generation of keys and
modification of access rights. Additionally, in order to establish a certain level of flexibility it is
worthwhile to include mechanisms for user revocation, attribute and access policy update, and the
possibility of updating the access policies of encrypted data.

Cloud Service
Provider

Fog Node
Outsourced encryption

Fog Node
Outsourced decryption

A
1
1
1
1
1
1
1
1
1

~

' 1 ’ !

1 Data Owner : 1 Data Owner : 1 Data Owner : 1 End User ‘.
1 Operator ! 1 Operator ' i Operator ' i Actuator !
1 1 1 1 1 1 1 1
. e ' e i @ . N
1 1 1 1 1 1 1 1
! 1 ! 1 1 1 ! 1
! % 1 ! m 1 ! © 1 ' %: 1
[} 1 [} 1 [} 1 v 1

................................

Figure 7. A model of the example application scenario: fine-grained access control scheme for
lloT.

4.2 Justification

In the context of access control schemes in the Fog-1oT environment, the following are detected
issues that will be addressed in this project:
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1. Management mechanisms: The dynamic nature of the mentioned environment requires
measures to ensure security and efficiency that consider the joining and leaving of end de-
vices, fog nodes, and users to the network. Thus, this problem includes verifying the validity
of users’ attributes, and that their privileges are up to date. In addition, this problem includes
the user revocation problem and the update of the access policies, i.e., the access structures
than an authorized user must fulfill in order to decrypt a given ciphertext.

2. Scalability: This problem refers to the ability of an access control scheme to maintain secu-
rity and efficiency as the number of joining entities grows.

3. Secure and privacy-preserving data aggregation: This problem refers to the adaptation
of a data aggregation mechanism to an access control scheme which preserves data privacy
and the security of the scheme.

4.3 Problem statement

In order to obtain an attribute-based access control scheme suitable for the fog-enabled 10T
environment, the following challenges must be addressed:

1. Considering that the trust in users and entities may change over time, an access control
scheme must provide a management mechanism that is capable of revoking users, updating
attributes of users, and updating access policies while maintaining data privacy and a reduced
impact on the efficiency of the overall scheme.

2. The scheme must consider the inherent growing nature of the Fog-IoT environment and
support the scalability while maintaining the security and efficiency of the system.

3. To reduce communication overhead and further preserve the privacy over outsourced data,
the access control scheme must provide a privacy-preserving data aggregation mechanism in
which the data owner has control over the aggregated data.

Formally: Let I be an attribute based access control scheme, a; be the k-th attribute of the
attribute universe U/, n be the number of users, Usc(i,... ) denote the i-th user, Sy, be the attribute
set assigned the user U; and S Ky, the associated secret key, and C'T" be a ciphertext that implicitly
contains an access policy A. Thus, this research project addresses the problem of achieving a
data access control scheme II that includes algorithms: to revoke any user U; in the system, i.e.,
U, cannot longer use S K7y, to access any C71' stored in a CSP and encrypted by II; to update the
attribute set Sy, of the user U,, i.e., if a;, is the attribute to be added/revoked to/from Sy, then S Ky,
is updated to a new SKj; that reflects the addition/deletion of a;; to change any A attached to a
given C'T' to anew A’ that reflects a different access policy; and to allow the privacy-preserving data
aggregation, i.e., if C'Iy, ..., CTy are d ciphertexts of the same kind, then they can be aggregated
into a ciphertext C'T that, when decrypted reveals only statistical information about the original
ciphertexts. The aforementioned while maintaining the security and privacy of encrypted data, and
responding efficiently to the increase in the number of users.
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4.4 Research questions
The following questions will guide the development of this research:

1. What features should a management mechanism for an attribute-based access control scheme
have so that user revocation, attribute update, and policy update operations have a reduced
impact on the efficiency of the system?

2. How can an attribute-based access control scheme be defined in the Fog-IoT environment so
that it is scalable, flexible, and secure?

3. How can attribute-based data access control and privacy-preserving data aggregation be in-
tegrated into a cryptographic algorithm-based scheme?

4.5 Hypothesis

Given an access control scheme for the Fog-loT environment based on attribute-based cryptog-
raphy it is possible to construct a wider scheme that incorporates a management mechanism for
attribute update, policy update, and user revocation which also supports the privacy-preserving
data aggregation feature.

4.6 Main objective

To develop an attribute-based access control scheme for data produced by devices in the Fog-IoT
environment that includes a management mechanism for attribute update, access policy update, and
user revocation, supports privacy-preserving data aggregation, and is scalable in terms of support-
ing an increasing number of users in the system.

4.6.1 Specific objectives

1. To develop a secure and scalable attribute-based data access control scheme for Fog-enabled
IoT applications.

2. To design a management mechanism for updating attributes, access policies, and revoking
users.

3. To design a privacy-preserving data aggregation algorithm that is compatible with the access
control scheme.

4. To integrate the developed algorithms and mechanisms to obtain a scalable and flexible ac-
cess control scheme with data aggregation capability.
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4.7 Scope and limitations

The research is concerned with cryptographic algorithms for access control and data aggre-
gation for data produced by 10T devices.

It is assumed that encryption and decryption algorithms are applied to data or messages with
a relatively short-length representation, not for direct application on files.

The notion of efficiency used in this work is related to the execution time in fog nodes and
resource constrained IoT devices.

It is assumed that there exist secure channels for communication of entities.

The key-agreement protocol, authentication of users or entities, and the criteria for attribute
assignment are out of the scope of this work.

4.8 Expected contributions

A management mechanism for attribute-based access control schemes.
A data aggregation algorithm compatible with attribute-based access control schemes.

A scalable attribute-based access control scheme suitable for fog-enabled IoT applications.

4.9 Methodology

In order to accomplish the mentioned objectives, the research project will be directed by the
following five stages.

4.9.1

Analysis of existing access control schemes for fog-enabled IoT applications

In this stage, the existing approaches of access control schemes will be studied. The main goal is
to identify and analyze in the different schemes:

The cryptographic constructions and primitives used to enable the proposed scheme.

The security services provided by each particular scheme, as well as the security model (if
applicable) and assumptions used to define the security level.

Mechanisms (if implemented) for computation outsourcing and system management mech-
anisms including user revocation, attribute revocation, and policy update.

Performance of the overall scheme and the effects on each involved entity (in terms of com-
putation efficiency).
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4.9.2 Development of attribute-based access control scheme

The problems and drawbacks of existing approaches found in the previous stage will be addressed
in this stage. The main goal is to propose an access control scheme that fulfills the following
requirements:

* Security. The scheme must securely provide different security services such as data confi-
dentiality, authenticated access control, key escrow resilience, among others.

* Scalability. The proposed scheme must be scalable in terms of the number of entities and
users considered in the scheme and the effects they produce for the computation overhead
and the size of the required elements (ciphertexts, access policies, and keys). Considering
that the Fog-IoT is a highly dynamic environment, the scheme must be able to respond
adequately and efficiently to the growth of the network.

» Expressivity. This property is related to the level of detail that can be used in defining an
access policy. The goal is to base the scheme in an access structure that enables a high level
of detail or granularity in order to achieve the so-called fine-grained access control.

4.9.3 Development of management mechanism

The access control scheme developed in the previous stage must consider appropriate crypto-
graphic primitives and algorithms that allow to include a management mechanism to ensure the
flexibility of the scheme.

» User revocation. A user revocation algorithm that allows to limit the access to outsourced
data to users specified by revocation requests is developed in this phase. The scheme IT must
be able to prevent a revoked user U; from using her/his key S Ky, to decrypt any ciphertext
CT even if U; colludes with a malicious non-revoked user U; in the system.

* Attribute update. The management mechanism must include the attribute update feature
that allows to change the attribute set Sy, of a given user U; either by removing an attribute
ar, € Sy, or by adding an an attribute a; to Sy,. Hence, the key SKU; must be updated in
such a way it reflects the changes applied to Sy,, while reducing as much as possible the
effects on the rest of the users and outsourced ciphertexts.

* Policy update. The final step in this stage is the design of the policy update procedure of the
management mechanism. Thus, the scheme must include an algorithm to process requests
from a data owner to modify the access policy A attached to a given ciphertext C'T" already
outsourced to the CSP. This operation must be executed in such a way the privacy of altered
CT is preserved.

4.9.4 Development of privacy-preserving data aggregation algorithm

This stage is dedicated to the design of an additional capability for the access control scheme: data
aggregation. The data aggregation algorithm must be compatible with the cryptographic construc-
tions implemented in the developed access control scheme, and further preserve the privacy of the
aggregated data.
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S Preliminary results

In this section, a brief description of the progress achieved so far is presented. In addition,
preliminary results of the implementation of a reference scheme are reported.

5.1 Collection and study of development tools

Given that the current project is focused on access control schemes applicable to devices in
the Fog-1oT environment, the cryptographic techniques and development tools must support the
implementation on resource-constrained devices. For this reason, we have collected some imple-
mentation tools, used recurrently in the consulted literature, for the evaluation of the proposed
algorithms.

5.1.1 MIRACL

MIRACL! is an open source software development kit for the C programming language that in-
cludes several cryptographic routines and a set of functionalities that can be used to construct
number-theoretic-based algorithms. Additionally, the library has support for arbitrary precision
arithmetic and allows to use different cryptographic primitives not only in a computer but is also
designed for its use in embedded systems.

5.1.2 Pairing-based cryptography (PBC) library

The PBC library? is currently an standard for researchers that use pairings for cryptography. The li-
brary includes a wide range of functions and data structures to enable cryptographic schemes based
on pairings or bilinear pairings. This is important because most of the state-of-the-art attribute-
based access control schemes rely on bilinear pairings as the underlying cryptographic technique.

5.2 Implementation of a baseline CP-ABE scheme

In order to become familiar with the mentioned libraries a the baseline CP-ABE scheme, the
scheme of Waters [20] was implemented. Our particular interest on this implementation is because
it firstly expressed the access structures by a linear secret sharing scheme matrix which is an
efficient representation of the access policies. In addition, there exist algorithms in the literature
to efficiently transform an access tree with threshold gates into a LSSS, such as the algorithm of
Liu et al. [24], which is desirable because an access structure represented by an access tree is more
expressive than an LSSS matrix.

Objective. The main objective of this experiment is to obtain information about the effects on
the execution time of different number of attributes in the access structure. The encryption and
decryption times are compared against the number of attributes.

"https://github.com/miracl/MIRACL
Zhttps://crypto.stanford.edu/pbc/
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Method. The four algorithms Setup, Enc, KeyGen, Dec of the basic scheme of Waters presented
in [20] were implemented using the MIRACL library. In addition, an implementation of the al-
gorithm in [24] was used to transform access structures described as access trees into LSSS for
efficiency. The programs were executed on a laptop computer equipped with Intel Core 15-8300
2.30 GHz, 16 GB of memory, and Ubuntu 20.04 operative system. In the following, the procedures
Setup, Enc, KeyGen, and Dec of the scheme of Waters are shown in the Algorithms 1, 2, 3, and 4,
respectively.

Algorithm 1 Setup (Setup)

Input: U': the attribute universe
A: the security parameter
Output: PK: the public parameters
M K: the master secret key
1: procedure SETUP(U, \)
2: G < a group of prime order p
3 G < a group of prime order p
4 e <—abilinearmape : G x G — Gy
5: g < a generator of G
6
7
8
9

{h1,...,hy} < U elements of G randomly chosen
(e, a) < two random elements of Z,
PK «+ (g,e(9,9)*, 9% h1,...,hy)
: MK + g*
10: return PK, MK
11: end procedure

Access trees were defined as AND gates to force the scheme to require the maximum number
of attributes for an authorized user and, consequently, to use the maximum number of array oper-
ations per number of attributes, i.e., we tested the worst scenario according to the number of used
attributes. The number of attributes in the access policies ranges from 10 to 50 in increments of 5.

Parameters. The elliptic curve used for pairings is in the form of standard Weierstrass equation
y* = 2° + ax + b (mod p), where p is a prime number congruent to 3 (mod 4) and the constant

a = —3. The selected security parameter A determines the bit length of p, and parameter ¢ is the
number of points in the curve which is also prime. Then, parameters of the curve are:
A =192

b = 4265732895672588129268258440977714335632089762934383523494
p = 4930024174431634640599033341057067222865862716297522433299
q = 4930024174431634640599033341125441632693811654341940586403

Results. The obtained results of encryption and decryption times are shown in Fig. 8. The execu-
tion times are in milliseconds and were obtained by averaging 100 executions. From these results it
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Algorithm 2 Encrypt (Enc)

Input: P K the public parameters
(M, p) the access policy as an (I x n) LSSS matrix and a labeling function
m: the message

Output: (C'T" the ciphertext

1: procedure ENC(PK, (M, p), m)

2: v < a vector (s, vy, ..., v,) € Z; where s is the encryption exponent

3: fori < 1toldo

4: A; < v - M; where M; is i-th row vector of M
5: end for

6: {r1,...,m} < l random elements of Z,

7: C+—m-e(g,g9)*

8: C'+g°

9: for: < 1toldo

10: C; < g™ ih o

11: Dl — g”

12: end for

13: CT + (Cy, D;),
14 return C'7" and a description of (M, p)
15: end procedure

Algorithm 3 Key generation (KeyGen)

Input: M K: the master secret key
S an attribute set

Output: SK: aprivate key

1: procedure KEYGEN(M K, S)
2: t < arandom element of Z,
3 K < g%g*

4: L+ ¢

5: for alla € S do
6 K, « R

7 end for

8: SK «+ (K, L,{K.}vaes)
9: return SK

10: end procedure
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Algorithm 4 Decrypt (Dec)

Input:  C'T": a ciphertext
SK: a private key for the attribute set S satisfying the access policy in C'T’
Output: m: the decrypted message
1: procedure DEC(CT, SK)
2: I+ {i:p(i) € S}, i.e., the set of row indexes of )M labeled by p with attributes of S
3 Compute the set of constants {w; € Z, };cr such that if the set of shares {\;} is valid for

reconstructing the secret s according to M, then ) ., w;\; = s

e(C,K) _ _e(9.9)*e(g.9)*" as
Moer (e(CoL)eDikpi)  Thes(elg.g)e ) €9, 9)
5: m < C/Rec, that is, m = me(g, 9)**/e(g, g)**
6: return m
7: end procedure

4: Compute Rec =

is observed that decryption time is considerably higher than encryption and that the former grows
faster than the latter with the number of attributes. However, from Fig. 8 we can infer that both

operations grow linearly with the number of attributes which is one of the most interesting results
of CP-ABE based on LSSS.

Conclusions The behavior of the implemented scheme indicates that attribute based encryption,
despite its interesting ability to enable one-to-many cryptography, produces a significant computa-
tional burden for both encryption and decryption terminals. In our experiment, a personal computer
with relatively common specifications is used to execute the two algorithms in a baseline CP-ABE
scheme. Although the obtained execution times are small, for several applications in which the
time is a decisive factor these results are not quite acceptable. Furthermore, this situation may be
further aggravated when resource-constrained devices, such as IoT nodes, are used. In addition,
given that the data is decrypted by a high number of users in an attribute-based access control
scheme, and considering that the decryption process is more expensive than encryption, several
problems may arise in such a scheme. For these reasons, it seems clear that the integration of
fog-based computation outsourcing mechanisms, for access control schemes based on ABE for
data produced by IoT devices, is required and must be considered in the proposed construction. In
addition, for the sake of security, the data verification technique is also an interesting approach to
protect the outsourced data.
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Figure 8. Encryption and decryption times for our implementation of the scheme of Waters [20].
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