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Abstract: The audio watermarking scheme recently proposed by Fallah-

pour in [1] is one of the schemes with highest payload published to date. In

this letter a key-based security improvement is proposed for that scheme. It

is achieved by adding a Pseudo-Random Number Sequence (PRNS) in the

frequency domain to the data samples, before applying the insertion algo-

rithm. Experimental results show that the proposed enhancement keeps the

perceptual transparency and the robustness to all attacks originally reported

by Fallahpour’s scheme and the payload is not significantly affected.
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1 Introduction

The quick growth of Internet has increased the easy reproduction and retransmission

of multimedia contents which has facilitated the proliferation of unauthorized data-

manipulation. One possible solution to this piracy problemis the use of watermark-

ing techniques, in which an imperceptible and statistically undetectable signature

is added to the multimedia content to be protected. A watermark must completely

characterize the person who embedded it in order to be usefulfor proving the in-

tellectual property of an audio material. The watermark hasto be imperceptible

to preserve the original signal quality and robust to signalprocessing operations

such as: filtering, compression, resampling, noise corruption, etc., which are classi-

cal no-intentional attacks against watermarking schemes.Several schemes for wa-

termarking embedding and detection of watermarks in audio sequences have been

proposed, where the main used techniques are spread spectrum [2], echo [3], patch-

work [4], rational dither modulation [5] and interpolation[6]. In order to keep the

perceptual transparency, these techniques take into consideration the properties of

the Human Auditory System (HAS). From the proposed schemes,rational dither

modulation and interpolation systems are those with the highest payload. Recently,

an audio watermarking scheme based on spline interpolationwas proposed in [1],

reporting one of the highest throughputs among the audio watermarking schemes

published to date. However, this scheme lacks of a basic security aspect required

in the data hiding schemes: key-based security [7], becauseit is not sufficient to

keep the parameters secret to guarantee security against hidden data estimation. In

this letter it is proposed a security improvement to Fallahpour’s audio watermark-

ing scheme that is performed by adding and substracting a PRNS to the frequency

domain samples (those obtained through the use of a DiscreteFourier Transform

(DFT)) just before and after applying, respectively, the original insertion algorithm.

This modification adds key-based security to Fallahpour’ scheme. Experimental re-

sults show that our solutions do not affect the perceptual transparency of the original

Fallahpour’ scheme and keeps the same robustness to all others attacks originally

reported.

2 Fallahpour’s audio watermarking scheme

The scheme proposed by Fallahpour in [1] is based on the difference between the

original and the interpolated amplitudes of the DFT samplesas obtained by spline

interpolation. A sample is selected for embedding secret information if the differ-

ence is lower than a given fraction of the interpolated value. To obtain the marked

DFT samples, the interpolated value is changed according tothe secret bit. The

embedding steps are as follows:
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k = 1;

for i = lowband to highband

if mod (i, 2) == 0

ei = fi − Ii;

if |ei| > 2αIi

f
′

i
= fi;

elsif bk == 0

f
′

i
= Ii; k = k + 1;

elsif {(bk == 1) ∧ (ei ≥ 0)}

f
′

i
= Ii(1 + α); k = k + 1;

else
f

′

i
= Ii(1 − α); k = k + 1;

end;

end;

end;

wherefi is the magnitude of theith sample of the DFT spectrum,lowband and

highband are the lower and higher limits of a selected band for embedding secret

information,Ii is the interpolated value offi, α is a threshold,bk is thekth bit of

the secret bit stream, andf
′

i
is the watermarked value offi.

The extraction process is as follows:

k = 1;

for i = lowband to highband

if mod (i, 2) == 0

e
′

i
= f

′

i
− Ii;

if |e
′

i
| < 0.5αIi

b
′

k
= 0; k = k + 1;

elsif (|e
′

i
| ≥ 0.5αIi) ∧ (|e

′

i
| ≤ 1.5αIi)

b
′

k
= 1; k = k + 1;

end;

end;

end;

whereb
′

k
is thekth bit of secret bit sequence.

3 Estimation of secret bit sequence and the proposed solution

In secret communications applications such as military communications, ownership

proof, etc., it is fundamental to insert and extract the information in the multimedia

data using a secret-key [7]. The Fallahpour’ scheme lacks inthat requirement. In the

next subsection we introduce an attack that extracts the secret bit sequence without

knowledge of the parametersα, lowband andhighband. After that we propose a

solution for this drawback.

3.1 Estimating the secret bit sequence
If an attacker only knows the number of embedded bits (as it isthe case for practical

watermarking applications) and the watermarked audio signal has not suffered other
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attacks, it is possible to undercover the secret bit sequence as follows:

• For each frame of the audio clip find the lower and the higher index valuesi

when the watermarked samplef
′

i
is the same that the interpolated sampleIi

(it happens when a0 bit was inserted in that DFT sample), save them in the

vectorsmins andmaxs respectively. The lower value ofmins corresponds

to lowband and the higher value ofmax corresponds tohighband.

• In the extraction algorithm, carry out a brute-force attackfor theα parameter

from 0.1 to 0.5 in intervals of0.01. Considering thate
′

i
will always be zero,

the values ofα for the brute-force attack do not affect the number of recovered

0 bits. Therefore, it is necessary to find anα value such that the number of

recovered1 bits matches the number of embedded bits minus the number of

0 bits.

In our experiments this attack was successful in about 93% ofthe trials which is a

high score for any estimation attack.

3.2 The proposed solution
In order to improve the security of Fallahpour’s scheme, we propose to add and

subtract a PRNS to the DFT magnitudes just before and after, respectively, applying

the original insertion algorithm. It has been shown in otherwatermarking schemes

such as spread spectrum, patchwork and rational dither modulation, that, despite

its simplicity, adding a PRNS improves significantly the security of the scheme. In

order to keep the transparency, the sequence is filtered by a system with an impulse

response modeled for the HAS in quiet conditions [8]. In our experiments this

solution does not affect significantly the payload while maintaining transparency

and robustness as presented by the original Fallahpour’s scheme.

Nevertheless, this proposed solution is weak against gain attack (also known as

volume attack). This attack consists on applying a fixed gainto the watermarked

clip before the extraction process. Due to the PRNS in the extractor system is not

scaling at the same fashion than the attacked audio clip, theextraction process fails.

A solution to this issue is to attach a pilot signal that is known to the extractor sys-

tem and which is able to compensate for the gain attack. This solution could be

ineffective in channels with impulse noise, to compensate for this, another modifi-

cation is introduced. This second modification is based on the idea behind Rational

Dither Modulation (RDM) [9], where the Dither Modulation algorithm considers

the ratio of the current host sample and the previously generated watermarked sam-

ple for embedding the information. By using this algorithm the ratio will always be

constant independently of the gain factor of the attack, therefore, the watermarked

information will remain unaltered. This results in a robustscheme that is both self-

cointained and no-sensitive to impulse noise. In this letter we propose to apply the

Fallahpour’s insertion algorithm to the values resulting from adding the PRNS to the

ratio of the current DFT sample and the previous odd sample, instead of applying it

to the DFT samples as Fallahpour proposed.

Figure1 shows the insertion and extraction processes, whereScale is a vector

formed by the DFT magnitudes (which are calculated using a Fast Fourier Trans-
c© IEICE 2010
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Fig. 1. The key-based improved Fallahpour’s audio water-
marking system. A) insertion, B) extraction.

form (FFT) in the blockFFT) as follows: Scale = [f1, f1, f1, f3, f3, f5, f5, ..-

.., f2n−1, f2n−1], abs(.) is the absolute function,angle(.) is the angle function (the

last two functions are used in order to transform the DFT samples from rectangular

to polar coordinates),div(.) is the division operation andp2r(.) is the polar to rect-

angular function. The two blocks,insertion algorithm andextraction algorithm, are

the original algorithms proposed by Fallahpour.

The solution using the ratio of the current DFT sample and theprevious odd

sample reduces about 20% of the original scheme payload, however this solution is

effective against gain and impulse noise attacks.

By using a secret key, both solutions are secure because although the attacker

may know the parametersα, lowband andhighband it is not possible to extract the

secret bit sequence without knowing the key.

4 Experimental results

For the experiments we use a fragment of the songThe game of love by Carlos San-

tana. As in [1] we obtain the SNR, ODG and payload measurements for comparison

purposes. In order to carry out our experiments we considered the same reported

parameters in [1] such as:α = 0.3 and the frequency band0.5 − 5 kHz. Since the

size of the DFT window was not reported, we utilized 4096 samples due to different

size values do not affect significantly the results. For eachwindow, different PRNS

were applied. The PRNS values were generated with uniform distribution on the

interval [0,0.005], employing therand(.) function of Matlab 7.9 running in a Mac

Os X workstation, the sequence is double-precision valued.TableI shows the trans-

parency and payload results for the solution with and without the rational stage. As

it can be seen, the SNR value varies slightly for the two solutions, the ODG value
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is kept in the acceptable region of transparency (0 to -1.0) and the payload varies

3% for solution without rational stage, which is negligible, and 20% for the solu-

tion with rational stage, which is the cost of achieving robustness to gain attack and

impulsive noise at the same time.

Table I. Transparency and payload results

Proposed solutions Duration (seg) SNR (dB) ODG Payload (bps)

Original scheme 60 31 -0.35 2812

Solution without rational stage 60 31 -0.42 2755

Solution with rational stage 60 30 -0.51 2248

TableII shows the effect of various attacks from the Stirmark Benchmark [10],

those attacks are the same reported in the Fallahpour’s paper. From this table it is

Table II. Robustness against Stirmark attacks

Original scheme No rational stage With rational stage

Attack ODG BER ODG BER % ODG BER %

AddBrumm -3.8 0.0 -3.4 0.0 -3.6 0.1

AddDynNoise -2.7 0.1 -2.7 0.2 -2.5 2.0

ADDFFTNoise -0.6 0.8 -0.6 1.0 -0.6 1.8

Addnoise -0.2 0.0 -0.4 0.1 -0.8 0.3

AddSinus -0.2 0.0 -0.2 0.0 -0.2 0.0

Amplify -0.1 0.0 -0.1 0.0 -0.1 0.0

BassBoost -3.0 0.0 -3.2 0.0 -3.4 0.0

Echo -3.0 0.0 -3.0 0.0 -3.1 0.5

FFT HLPassQuick -2.9 2.0 -3.0 2.0 -3.1 3.2

FFT Invert -3.4 1.6 -3.4 2.0 -3.6 3.0

Invert -2.8 0.0 -2.9 0.0 -3.0 0.0

Resampling -1.6 4.8 -1.6 5.0 -1.8 5.2

LSBZero 0.0 0.0 -0.2 0.0 -0.2 0.0

MP3 -0.1 0.0 -0.2 0.0 -0.3 0.7

Noise Max -3.0 0.2 -3.0 0.2 -3.2 1.0

Pitchscale -0.1 0.0 -0.1 0.0 -0.2 0.9

RC HighPass -2.7 0.0 -2.7 0.0 -3.0 1.0

RC LowPass -2.8 0.0 -3.0 0.0 -3.2 0.0

possible to claim that our solutions keep the robustness andthe transparency of the

original scheme. The results for ODG and BER tests present slight changes com-

pared to the Fallahpour’ scheme, which are negligible. These experimental results
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show that in spite of improving the security of Fallahpour scheme, the transparency,

payload and robustness of the scheme are not significantly affected.

5 Conclusions

In this letter it was corroborated that the recently proposed Fallahpour audio wa-

termarking scheme is able to insert high payloads, however,a weakness in terms

of security was demonstrated with a simple attack. This workpresents a security

improvement that allows to use Fallahpour’s algorithm for practical applications.

The proposed modification consist on incorporating a PRNS inthe frequency do-

main to the data samples before applying the insertion algorithm. Simulation results

show that transparency and robustness of the watermarked data remains practically

unchanged while the payload has been secured.
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