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Abstract

Data compression and cryptography play an important role when transmitting data
across a public computer network. While compression reduces the amount of data to
be transferred or stored, cryptography ensures that data is transmitted with reliability
and integrity. Compression and encryption have to be applied in the correct way: data
are compressed before they are encrypted. If it were the opposite case the result of the
cryptographic operation would be illegible data and no patterns or redundancy would
be present, leading to very poor or no compression. In this research work, a hardware
architecture that joins lossless compression and public-key cryptography for secure data
transmission applications is discussed. The architecture consists of a dictionary-based
lossless data compressor to compress the incoming data, and an elliptic curve crypto-
graphic module that performs two EC (elliptic curve) cryptographic schemes: encryp-
tion and digital signature. For lossless data compression, the dictionary-based LZ77
algorithm is implemented using a systolic array aproach. The elliptic curve cryptosys-
tem is defined over the binary field Fym, using polynomial basis, affine coordinates and
the binary method to compute an scalar multiplication. While the model of the complete
system was implemented in software, the hardware architecture was described in the
Very High Speed Integrated Circuit Hardware Description Language (VHDL). A pro-
totype of the architecture was implemented on a Xilinx Virtex II Field Programmable
Gate Array (FPGA) device. Two advantages of combining lossless compression and
public-key encryption were demonstrated: 1) the improvement in the cryptographic
module by reducing the amount of data to be encrypted, and 2) a better utilization of
the available bandwidth when encrypted data is transmitted across a public computer

network.



ii



Resumen

Cryptografia y compresiéon de datos son dos tecnologias centrales en aplicaciones de
red. La compresién reduce la cantidad de datos permitiendo ahorro de espacio de
almacenamiento o reduccién de tiempo para realizar la tranferencia de los datos. Por
otra parte, la criptografia garantiza que los datos se transmitan con confiabilidad e
integridad. Cuando ambos algoritmos se combinan, la compresion debe ralizarse primero
y a continuacién el cifrado. Si la aplicacién de los algoritmos se realizara en el orden
inverso, el resultado de la operacién de cifrado daria como resultado datos totalmente
inenteligibles con muy poca o nula redundancia. Cuando la compresién fuera aplicada,
el resultado seria pobre o nula.

En este trabajo de investigacion se presenta una arquitectura hardware que combina
compresiéon de datos sin pérdida y criptografia de llave publica para aplicaciones de
transmisién segura de datos. La arquitectura consiste de un compresor de datos sin
pérdida basado en diccionario y un moédulo que ejecuta dos esquemas de criptografia de
curvas elipticas (ECC): cifrado y firma digital. El método de compresion seleccionado es
el LZ77 implementado bajo el enfoque de arreglos sistdlicos. El criptosistema de curvas
elipticas se define sobre el campo binario Fom usando base polinomial y coordenadas
affine. El método binario es utilizado para realizar la operacién de multiplicacién escalar.

Una implementacion en software del sistema propuesto fue realizada a fin de validar
la arquitectura hardware. El sistema completo fue descrito usando el lenguaje estandar
para descripcion de hardare VHDL, fue simulado en Active-VHDL y sintetizado para la
familia de FPGAS (Field Programmable Gate Array) Virtex II de Xilinx. Las ventajas
que presenta el enfoque de combinar compresiéon de datos com criptografia son: 1) el
mejoramiento en el desempeno del modulo criptografico al reducir la cantidad de datos
a ser procesados y, 2) una mejor utilizacién del ancho de banda disponible cuando la

informacién se transmite a través de una red.
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Preface

Two of the most interesting areas in computer science are data compression and cryp-
tography, mainly in applications of data transmission across a public computer network.

On one hand, because of the information processing and telecommunications rev-
olutions, there is an increasing demand for techniques to keep information secret, to
determine that information has not been forged and to determine who authored pieces
of information. On the other hand, a common problem in computer data networks
has been always the transfer data rate; the most important technique to improve the
performance of a network is data compression. Data compression benefits in the sense
that the process compression-transmission-decompression is faster than the process of
transmitting data without compression.

So, while compression reduces the amount of data to be transferred or stored, cryp-
tography ensures that data is transmitted with reliability and integrity. Using a data
compression algorithm together with an encryption algorithm, in the correct order,

makes sense for three reasons:

e Compressing data can reduce the redundancies that can be exploited by cryptan-

alysts to recover the original data.
e Compressing data can speed-up the encryption process.

e If encrypted data are transmitted in a computer network, the bandwidth can be
better utilized.

Although some effort has been done by some enterprises for combining compression
and cryptography, asymmetrical encryption has not been considered. Traditionally,
public key cryptography has been used only to generate a shared secret value, which is
used for bulk encryption.

This work explores the combination of lossless data compression and Elliptic Curve
Cryptography (ECC) in a single hardware architecture in order to demonstrate the three
advantages listed above. ECC employs smaller length keys than other cryptosystems

like RSA, what implies less space for key storage and less costly modular operations.

X
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Furthermore, it has been shown in the literature that ECC’s security is higher than that
provided by RSA, which is the most widely used public key cryptosystem.

Hardware implementation of compression and cryptographic algorithms are better
suited than software implementations. When implementing compression algorithms, the
search for redundancy implies many complex operations that can not be implemented
efficiently with the available instruction set of a general purpose processor (like the ones
used in personal computers). And when cryptographic algorithms are implemented, it is
necessary to perform a high amount of mathematical operations between large numbers
in a finite field. Again, general purpose processors do not have instructions to support
these operations, leading to inefficient implementations. A hardware solution is well
suited to implement both kinds of algorithms, especially for real time data processing.

In addition, field programmable devices like FPGAs (Filed Programmable Gate Ar-
ray) and advanced synthesis tools make possible the development of a hardware architec-
ture that allows exploring such algorithm combination. FPGAS gathers the advantages
of hardware and software and so, they are preferred to use in this implementation.

According to the review of the literature, this work is novel in the sense that there
is no hardware implementation where lossless data compression and elliptic curve cryp-
tography have been considered jointly, neither a hardware implementation of elliptic

curve cryptographic schemes.




Chapter 1

Introduction

This chapter gives an outline on this research work. It gives an introduction to the field
of study, states the tackled problem and the motivation, exposes the research goals and
the selected methodology. Finally, the organization of the thesis is presented at the end
of the chapter.

1.1 Introduction

Data compression and cryptography play an important role when transmitting data
across a public computer network. Theoretically, compression and cryptography are
opposite: while cryptography converts some legible data into some totally illegible data,
compression searches for redundancy or patterns in data to be eliminated in order to
get a reduction of data.

The basic foundations of both, compression and encryption are presented in the
following sections. Most of the information about compression was gathered from [I]

and [2]. The information about cryptography can be extended in [3] and [4].

1.1.1 Data compression

A common problem in computer data networks has been always the transfer data rate;
the most important technique to improve the performance of a network is data compres-
sion. Data compression benefits in the sense that the process compression-transmission-
decompression is faster than the process of transmitting data without compression.
Data compression is the process of encoding information using fewer bits or infor-
mation units by using specific encoding schemes. The compression algorithms search
for redundancy in data and remove it, so the more the redundancy the more the com-
pression ratio achieved. Because most real-world data are very redundant, compression

is often possible, although there is not compression algorithm that performs well for all
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kind of data [I]. Compression helps to reduce the consumption of expensive resources,
such as disk space or connection bandwidth at the expense of data processing power,
which can also be expensive. That is because the searching for redundancy implies
many operations, many times complex.

The compression algorithm performance is measured according to the compression
ratio it achieves; this measurement is obtained following equation [[LT, where Sizeqy:
means the size in bits of the processed data, which original size is Size;n. A good data

compressor must achieve a compression ratio less or equal to 0.5.

Sizeout

© Sizei, (1.1)

Compression is divided in lossy and lossless compression. In lossless data com-
pression, it is possible to recover the original data from their compressed form. On
the contrary, in lossy data compression, only an approximation of data is recovered.
Lossless data compression is commonly used in applications where the loss of a bit of
information is not accepted, like in text and executable files. Lossy compression is used
for images, audio and video, achieving better compression ratios than lossless methods.
The challenge has been always to ideate a compression method that executes in shortest
time, achieves the highest compression ratio, requires few computational resources and

do not lose data.

Lossless compression

For lossless data compression, algorithms can be dictionary-based or statistical. A sta-
tistical compressor can achieve better compression ratio than a dictionary-based method
but its computational complexity is higher [I]. In both statistical and dictionary-based
methods, a trade off between compression ratio and computational resources needs to
be established; depending on the application, not always the best compression method
is required. In table [Tl are listed some lossless compressors, statistical and dictionary-
based.

Statistical methods use the statistical properties of data to assign variable length
codes to each individual symbol in data. Often, these methods are composed of two
parts: a probability model and the compressor itself [I]. The statistical methods
proposed in the literature, differ in the model used to get the statistics of the symbols
[2]. The compression ratio depends on how good this model gets such statistics, often
the statistics of the symbols are obtained according to the context in which they occur.
Given the probabilities of the symbols, the compressor assigns to each symbol a variable
length bit string to get the final bitstream for transmission or storage, this process

is called coding. The statistical methods most commonly used are Huffman coding,
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Table 1.1: Lossless compression methods

Lossless methods
Dictionary-based Statistical
Lz77 Huffman coding
LZSS Arithmetic coding
LZW PPM
LZS Shannon-Fano
BTW Adaptive Huffman

Arithmetic coding and PPM [I].

On the contrary, dictionary-based methods do not use the statistical properties of
the symbols, instead of that, they use the principle of replacing symbol strings with
codewords identifying that string in a dictionary [2]. The dictionary contains a list of
substrings and codewords associated with them. Almost all dictionary-based lossless
compressors are based on the work of Jacov Ziv and Abraham Lempel from the 70’s [5],
[6]. The main differences between dictionary-based methods are about how dictionary
is implemented and in the imposed limitations on what the pointers can represent. In
these methods, compression is achieved only if the length of the pointer in bits is less
than the length of the string replaced. Some dictionary-based methods are LZ77, LZ78
and LZW [1I]. Practical software implementations of dictionary methods are compress,

bzip2, gzip, zoo, pkzip and WinZip.

Lossy compression

In lossy compression, compressing data and then decompressing them retrieves data
that may well be different to the original, but are close enough to be useful in some
way. It is used a lot on the Internet and especially in streaming media (delivery of
multimedia information just in time) and telephony applications. These methods are
typically referred to as codecs (coder/decoder), which describes a device or program
capable of performing transformations on a data stream or signals. Lossy methods are
more often used for compressing sound or images. In these cases, the retrieved file can
be quite different to the original at the bit level while being indistinguishable to the
human ear or eye for most practical purposes. Many methods focus on the idiosyncrasies
of the human anatomy, taking into account, for example, that the human eye can see
only certain frequencies of light. The psychoacoustic model describes how sound can
be highly compressed without degrading the quality of the sound. Some lossy methods
and their application are summarized in table [[.2

The advantage of lossy methods over lossless methods is that in some cases a lossy

3
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Table 1.2: Lossy compression methods

Lossy methods
Image Audio Video
Fractal compression AAC H.261
JPEG ADPCM H.263
Dolby ATRAC MNG
Wavelet compression AC-3 Motion JPEG
MP2 MPEG-1
MP3 MPEG-2
Ogg Vorbis MPEG-4
WMA Ogg Theora
CELP Sorenson video codec
G.711
G.726
HILN

method can produce a much smaller compressed file than any known lossless method,

while still meeting the requirements of the application.

1.1.2 Cryptography

Cryptography derives from the Greek kryptos, that means hidden, and grdphein mean-
ing writing. Cryptography is traditionally, the study of ways to convert information
(messages) from their normal, comprehensible form into an obscured guise, unreadable
without special knowledge. The process of hiding the substance of information (plain-
text) is called encryption and the process of turning encrypted data (ciphertexts) back
into plaintext is called decryption. Contrary to cryptography, Cryptoanalysis intends
to break the ciphertext, that is, to recover the original information from the ciphertext
without knowing how it was encrypted.

In the past, cryptography helped to ensure secrecy in important communications,
such as those of spies, military, leaders, and diplomats. In recent decades, the field
of cryptography provides mechanisms for more than just keeping secrets: schemes like
digital signatures and digital cash for example. Secondly, cryptography has come to be
in widespread use by many civilians (not military people) who do not have extraordinary
needs for secrecy, although typically it is transparently built into the infrastructure and
telecommunications. Early in the 20th century, several mechanical devices were invented
for performing encryption, including rotor machines. The most famous machine is the
Enigma cipher used in World War II. The ciphers implemented by these machines

brought about a significant increase in the complexity of cryptanalysis. The various

4
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attacks on Enigma, for example, succeeded only after considerable effort. With the
advent of digital computers and electronics, very complex ciphers could be implemented.
A characteristic of computer ciphers is that they operate on binary strings, unlike
classical and mechanical schemes which use an alphabet of about 26 letters, depending
on the language.

Cryptography is an interdisciplinary subject, drawing from several fields. Before the
time of computers, it was closely related to linguistics. Nowadays, cryptography makes
extensive use of technical areas of mathematics, notably number theory, information
theory, computational complexity, statistics and finite (discrete) mathematics.

Cryptography is commonly used for securing communications. Four properties are

desirable and cryptography provides them, they are:

e Confidentiality. The information access is limited only to authorized entities.

e Authentication. Ensures that parties involved in a transaction are who they say

they are. Also it lets to establish the origin of data.

o Integrity. Information is protected from alterations when it is transmitted. Data

alterations can be deletion, insertion and substitution.

e Non-repudiation. It prevents an entity deny it had been involved in a previous

action.

A cryptographic algorithm, also called a cipher, is one that provides one of the prop-
erties or services listed above. This algorithm is called restricted if it bases its security
on keeping the way of working in secret. This kind of algorithms are rarely used today,
they are popularly used only for low-security applications. Modern cryptographic algo-
rithms base its security on the use of a key. The encryption and decryption functions,
denoted as F and D respectively, use and depend on that key.

Similar to the compression methods, cryptography is classified in two groups, sym-
metric and asymmetric cryptography [3]. This classification is according to how they

use the key for performing the cryptographic operations.

Symmetrical algorithms

Symmetric cryptography provides only the confidentiality service through encryption
and decryption functions. Here, encryption and decryption are denoted as Ej and Dy
respectively, indicating that both depend on the same key k. This is shown in figure
L1l

Symmetrical algorithms require that the sender and receiver agree on a key before

they can communicate securely. Because often the symmetrical algorithm is well know,
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Symmetrical data Symmetrical data
encryption decryption
Message Received encrypted
Message
l encrypted l decrypted
Private key message Private key message
Encryption Decryption
operation operation
Figure 1.1: Symmetrical cryptography
Public key data Public key data
encryption decryption
Message Received encrypted
Message
. l encrypted l decrypted
Public key message Private key message
Encryption Decryption
operation operation

Figure 1.2: Asymmetrical cryptography

the security rests on the key. This key must be kept secret as long as the communication
needs to remind secret. Symmetrical algorithms can be divided into two categories:
block ciphers and stream ciphers. The first ones operate on plaintext one bit or byte at
a time. The second ones operate in groups of bits or bytes, a typical block size used is
64 bits. Examples of symmetrical algorithms are AES, FEAL, IDEA, DES, and 3DES
[3].

Asymmetrical or public-key algorithms

Public-key cryptography was invented in 1976 by Withfield Diffie and Martin Hellman
[7]. In these algorithms two different keys are used, one for encryption, the public key,
and other for decryption, the private key. This is shown in figure

The use of two different keys solves the distribution key problem that exists in
symmetric algorithms.

Public key cryptography provides the authentication, integrity and no-repudiation
services by using the concept of digital signature. A digital signature is similar to a
hand writing signature; it is used as proof of authorship of, or the agreement with, the
content of a document.

A digital signature is represented in a computer as a string of binary digits. A digital
signature is computed using a set of rules and a set of parameters such that the identity

of the signatory and integrity of the data can be verified. Signature generation makes

6
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Signature generation Signature verification

Received
Message Message

HASH Function HASH Function

1

¢-I¢-

Message digest Message digest
Private key Digital Signature Digital Signature - Public key
SIGN Verify
operation operation

YES - Signature verified
NO - Signature verification failed

Figure 1.3: Digital signature

use of a private key to generate a digital signature. Signature verification makes use of
a public key which corresponds to, but is not the same as, the private key. Each user
possesses a private and public key pair. Public keys are assumed to be known to the
public in general. Private keys are never shared. Anyone can verify the signature of a
user by employing that user’s public key. Signature generation can be performed only
by the possessor of the user’s private key.

Figure [[3] shows the signature generation and verification operations. A hash
function [3] is used in the signature generation process to obtain a condensed version of
data, called a message digest. The message digest is then input to the digital signature
algorithm to generate the digital signature. The digital signature is sent to the intended
verifier along with the signed data (often called the message). The verifier of the message
and signature verifies the signature by using the sender’s public key. The same hash
function must also be used in the verification process.

A hash function H is a transformation that takes a variable-size input m and returns
a fixed-size bit string, which is called the hash value h ( h = H(m)). Hash functions
have a variety of general computational uses but when employed in cryptography, the

hash functions need to have the following properties [3]:
1. H(m) is relatively easy to compute for any given message m.
2. H(m) is one-way.

3. H(m) is collision-free.
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A hash function H is said to be one-way if given a hash value h, it is computationally
infeasible to find some input m such that H(m) = h. If a message m; is given, it is com-
putationally infeasible to find a message mq different to mq, such that H(mq) = H(ms),
then H is said to be a collision-free hash function. A hash function enables the determi-
nation of a message’s integrity: any change to the message will result, with a very high
probability, in a different message digest. This property is used in the generation and
verification of digital signatures and message authentication code algorithms. Examples
of hash functions are MD2, MD5 and SHA-1 [4].

A MAC algorithm is intended for determining if data have been modified when
transmitted over a computer network. For example, in a text the word do may have
been changed to do not or $1,000 may have been changed to $ 3,000. Without additional
information, a human could easily accept the altered data as being authentic. These
threats may still exist even when data encryption is used. It is therefore desirable to have
an automated mechanism for detecting both intentional and unintentional modifications
to data. A cryptographic Data Authentication Algorithm (DAA) can protect against
both accidental and intentional, but unauthorized, data modification.

MAC stands for Message Authentication Code. In general, a MAC can be thought
of as a checksum for data passed through an unreliable (or more importantly, unsecure)
pipeline. A sender will typically generate a MAC code by first passing their message into
some MAC algorithm. The sender will then send their message D with the M AC(D)
value. The receiver can then generate their own M AC, (D) and verify if the sent MAC
value matches the currently computed one. A MAC algorithm can be generated using
multiple different techniques; however, sender and receiver generally need to have a
shared secret key, kprac.

A hash function alone cannot act as a MAC function. An attacker could intercept
the message D and Hash(D). He could then resend as D" and Hash(D'). The receiver
could then not tell that the message had been altered. In other words, Hash functions
can help prevent error in an unreliable channel, but not in an insecure channel.

Although public key cryptography was proposed in 1976, the first cryptosystem
appeared in 1978, it was the RSA cryptosystem. This is the most accepted public-key
cryptosystem and used in all over the world. Other cryptosystems are Diffie-Hellman
[7], ElGamal, DSA, Rabin [4] and ECC [g]. Elliptic curve cryptography is a type of
public-key algorithm based on the mathematics of elliptic curves (defined by certain
cubic equations). It has been claimed that ECC can be faster and use shorter keys than
other public-key algorithms available while providing an equivalent level of security.
Using short keys implies lower storage requirements and faster arithmetic computations.
This is specially important when implementing public-key cryptography on constrained

environments, like in mobile and wireless devices.

8



1.2. PLATFORMS FOR ALGORITHM IMPLEMENTATION

The security of public-key algorithms is usually based on hard mathematical prob-
lems. Just three conjectured hard problems have been cosidered in public-key crypto-
graphic schemes: big integer factorization, computation of discrete logarithms and the
computation of discrete logarithms in elliptic curves. Because computations in public-
key algorithms are more complex than in symmetrical ones, for efficiency reasons, hybrid
encryption systems are used in practice; a key is exchanged using a public-key cipher,
and the rest of the communication is encrypted using symmetrical encryption, which is
typically much faster.

The security of all practical encryption schemes remains unproven, both for sym-
metric and asymmetric ones. For symmetric ciphers, confidence gained in an algorithm
is usually anecdotal, no successful attack has been reported on an algorithm for several
years despite intensive analysis. For asymmetric schemes, it is common to rely on the
difficulty of the associated mathematical problem, but this, is not provably secure.

Extensive academic research into modern cryptography is relatively recent, it began
in the open community during the 1970s with the specification of DES and the invention
of RSA algorithms. Popular applications such as the Internet and mobile phones have

repositioned cryptography.

1.2 Platforms for algorithm implementation

There are two primary methods in conventional computing for the execution of algo-
rithms [9]. The first one is to use hardwired technology, either an Application Specific
Integrated Circuit (ASIC) or a group of individual components forming a board-level
solution, to perform the operations in hardware. ASICs are designed specifically to
perform a given computation, and thus they are very fast and efficient when executing
the exact computation for which they were designed. However, the circuit cannot be
altered after fabrication. This forces a redesign and refabrication of the chip if any
part of its circuit requires modification. This is an expensive process, especially when
one considers the difficulties of replacing ASICs in a large number of deployed systems.
Board-level circuits are also somewhat inflexible, frequently requiring a board redesign
and replacement in the event of changes to the application.

The second method is to use software-programmed microprocessors, a far more
flexible solution. Processors execute a set of instructions to perform a computation. By
changing the software instructions, the functionality of the system is altered without
changing the hardware. However, the downside of this flexibility is that the performance
can suffer, if not in clock speed then in work rate, and is far below that of an ASIC.
The processor must read each instruction from memory, decode its meaning, and only

then execute it. This results in a high execution overhead for each individual operation.

9
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Additionally, the set of instructions that may be used by a program is determined at
the processor fabrication time. Any other operations that are to be implemented must
be built out of existing instructions.

Reconfigurable computing is intended to fill the gap between hardware and soft-
ware, achieving potentially much higher performance than software, while maintain-
ing a higher level of flexibility than hardware. Reconfigurable devices, including field-
programmable gate arrays (FPGAs), contain an array of computational elements whose
functionality is determined through multiple programmable configuration bits. These
elements, sometimes known as logic blocks, are connected using a set of routing re-
sources that are also programmable. In this way, custom digital circuits can be mapped
to the reconfigurable hardware by computing the logic functions of the circuit within
the logic blocks, and using the configurable routing to connect the blocks together to
form the necessary circuit.

Compression and cryptographic algorithms are expensive in terms of time when
they are implemented in general purpose processors. When implementing compression
algorithms, the search for redundancy implies a lot of complex operations that can not be
implemented efficiently with the available instruction set of a general purpose processor.
And when cryptographic algorithms are implemented, it is necessary to perform a high
amount of mathematical operations between large numbers in a finite field. Again,
general purpose processors do not have instructions to support these operations leading
to inefficient implementations. For these reasons, a hardware solution is well suited to
implement both kinds of algorithms, especially for real time data processing.

FPGAs and reconfigurable computing have shown to accelerate a variety of ap-
plications. Recent applications that have shown to exhibit significant speedups using
reconfigurable hardware include: automatic target recognition, string pattern matching,
transitive closure of dynamic graphs, data compression, and genetic algorithms for the
traveling salesman problem. Specifically, in cryptographic applications, there are many
criteria which lead to prefer programmable devices instead of an ASIC option [I0],

these are:

e Algorithm Agility: Switching of cryptographic algorithms during operation of
the targeted application. Whereas algorithm agility is costly with traditional
hardware, FPGAs can be reprogrammed on the fly.

e Algorithm Upload: Devices are upgraded with a new encryption algorithm
because of different reasons, for example, algorithm was broken or a new standard

was created.

e Architecture Efficiency: A hardware architecture can be much more efficient
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if it is designed for an specific set of parameters, for example the key or the
underlying finite field. The more specific an algorithm is implemented the more
efficient it can become. FPGAs allow this type of design and optimization with
an specific parameter set. Due to the nature of FPGAs, the application can be

changed totally or partially.

e Resource Efficiency: The majority of security protocols, like IPSec and SSL,
are hybrid protocols. Since the algorithms are not used simultaneously, the same

FPGA device can be used for both through runtime reconfiguration.

e Throughput: General-purpose processors are not optimized for fast execution
especially in the case of public-key algorithms. This is because they do not have in-
structions for modular arithmetic operations on long operands, which is necessary
in those kinds of algorithms. Although typically slower than ASIC implementa-
tions, FPGA implementations have the potential of running substantially faster

than software implementations.

The advantages of software implementations include easy of use, ease of upgrade,
portability, low development costs and low unit prices and flexibility; a software imple-
mentation offers moderate speed, high power consumption compared to custom hard-
ware, and only limited physical security, especially with respect to key storage. ASIC
implementations show lower price per unit, can reach high speeds, and can have low
power dissipation. Hardware implementations of cryptographic algorithms are more se-
cure because they cannot be easily read or modified by an outside attacker as software
implementations. The lack of flexibility of ASIC implementations with respect to the
algorithms and parameter, leads to higher development costs and switching. Although
reconfigurable hardware devices, such as FPGAs, seem to combine the advantages of
software and hardware implementations, there are still many open questions regarding

FPGAs as a module for security functions [10].

1.2.1 Field programmable gate array (FPGA)

Field programmable gate arrays are specific integrated circuits that can be programmed
easily. The FPGA contains versatile functions, configurable interconnects and an in-
put/output interface to adapt to the user specification. FPGAs allow rapid prototyping
using custom logic structures, and are very popular for limited device production. Mod-
ern FPGA are extremely dense, with a complexity of several millions of gates which en-
able the emulation of very complex hardware such as parallel microprocessors, mixture
of processor and signal processing. One key advantage of FPGAs is the possibility of

reprogramming them, in order to create a completely different hardware by modifying
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Figure 1.4: Internal structure of an FPGA

the logic gate array. The usual structure of FPGA is given in figure [[4 FPGAs not

only exist as simple components, but also as macro-blocks in system-on-chip designs.

Combinatorial logic implementation

The programmable logic blocks implement all basic logic functions, that are INV, AND,
NAND, OR, NOR, XOR, XNOR. Several approaches are used in the FPGA industry
to implement these basic gates. The first approach consists in the use of multiplexers,
the second one in the use of look-up tables.

The look-up table (LUT) is by far the most versatile circuit to create a configurable
logic function. The look-up table consist on n main inputs Fy, Fi,...F;, and a main
output F,,: that is a logical function of the n inputs. The value of F,,; is defined by
the values given in locations 0, 1...2", stored in a table or array. The input values
Fo,Fy,...F, create an n-bit address between 0 and 2", so that F,,; gets the value of
location in that address. For example, if the inputs create the number 5, the value

stored at position 5 is routed to F;.

Sequential logic implementation

Memory elements are essential components of the configurable logic blocks. The memory
elements are used to store one logical value, corresponding to a logic truth table. For
a n-input function (Fy,Fy,...F, in the previous LUT), it is necessary an array of 2"
memory points to store the information of values 1...2". There exist several approaches

to store one single bit of information. One of them consists of D-register cells. The
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Figure 1.5: Internal structure of a typical configurable logic block of the Virtex II family

D-register cells are chained in order to limit the control signals to one clock and one
data signal. The logical data i-value of a LUT is fully programmed by a word of 2" bits
sent in series to the signal input data of the D-register.

The programmable logic block structure of an FPGA varies according the fabricant.
Often, it consists of a look-up table, a D-register and some multiplexers. The LUT
and the D-register, may work independently or be mixed together. A typical config-
urable logic block in the Virtex II family is depicted in figure Finally, configurable
blocks are ordered in a bi-dimensional array interconnected by programmable points

and switching matrix.

1.3 Description of the problem

To use a data compression algorithm together with an encryption algorithm, in the

correct order, makes sense for three reasons:

e Compressing data before encryption reduces the redundancies that can be ex-

ploited by cryptoanalists to recover the original data.
e Compressing data speeds-up the encryption process.

e If encrypted data are transmitted over a computer network, the bandwidth is

better utilized by compressing them before encryption.

It is important to underline the order of execution of the compression and encryption
algorithms. If data were encrypted before they were compressed, it will lead to very
poor or not compression because the result of the cryptographic operation are data with

minimal redundancy.
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The approach of combining compression with cryptography has been adopted in
some software applications like HiFn [II], PKWare [12], PGP [3] and CyberFUSION
[13]. Also, some network security protocols like SSL, SSH and IPSec compress data
before encryption as part of the transferring process.

PGP (Pretty Good Privacy) provides the confidence and authentication services
for sending e-mail and information storage. RSA is used for public key cryptography
and CAST-128, IDEA y 3DES for symmetric encryption. The message to be sent
is compressed, either after if it is signed or before if it is encrypted, using the ZIP
algorithm. The 6.0 version of the compression program PKZip can encrypt data for
storage or transfer. The 256-bit key AES algorithm is used for symmetric encryption
and RSA for asymmetical one. In CyberFUSION, similar to an FPT application, data
are encrypted using either the DES or 3DES algorithm. Compression is performed using
the RLE (Run Length Encoding) algorithm.

HiFn has proposed a processor to perform both compression and encryption oper-
ations. Cryptographic algorithms supported by this processor are AES and 3DES for
symmetrical encryption and SHA-1 and MD5 for authentication [3]; compression is
performed by the LZS (Lempel-Ziv-Stac) [I4] algorithm. CISCO offers some hardware
and software modules to encrypt and compresses data that can be incorporated into
routers in order to improve the performance of data transmission. Data can be com-
pressed by the LZS algorithm or by the IPPCP compression protocol; the compressed
data are encrypted by the AES algorithm with a 128, 192 or 256-bit key.

Although some effort has been done by some enterprises for combining compression
and cryptography, asymmetrical encryption has not been considered. In addition, just
software implementations have been considered. And as mentioned before, compression
and cryptographic algorithms are expensive in terms of time when they are implemented
in general purpose processors. When implementing compression algorithms, the search
for redundancy implies a lot of complex operations that can not be implemented ef-
ficiently with the available instruction set of a general purpose processor. And when
cryptographic algorithms are implemented, it is necessary to perform a high amount of
mathematical operations with large numbers in a finite field. Again, general purpose
processors do not have instructions to support these operations leading to inefficient
implementations. For these reasons, a hardware solution is well suited to implement
both kinds of algorithms, especially for real time data processing.

In this research work, a hardware architecture, combining lossless compression and
asymmetric encryption is presented. The system architecture consists of a dictionary-
based lossless data compressor that compresses the incoming data, and an elliptic curve
cryptographic module that performs two EC (elliptic curve) cryptographic schemes:

encryption and digital signature. The lossless compressor was selected because of its
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relatively low requirements in area and average compression ratio. This kind of com-
pressors performs well in universal data and it is faster to compress if compared with
other lossless compressors. The asymmetrical cryptosystem ECC was selected because
of the advantages it presents with respect to other public-key schemes: it uses shorter
length keys while providing the same security level. The use of shorter keys implies less
space for key storage and saving of time when the keys are transmitted. Also, arithmetic
operations are computed faster when operands are reduce in size. ECC bases its security
on a harder mathematical problem which makes it be more secure than traditionally

schemes, for example RSA.

1.4 Motivation

The combination of two of the most important technologies in network applications,
compression and encryption, has not been exploited extensively. Elliptic Curve Cryp-
tography (ECC) is a novel approach that is beginning to be used in practical applications
as an alternative to RSA, the most widely used public key cryptosystem. ECC offers
the same security level than RSA using shorter length keys, up to six times. This fact
leads to require less storage memory for keys and improves the execution of the arith-
metic operations. These characteristics of ECC make it attractive to be implemented

in constrained devices, for example, in wireless devices.

The main motivation to implement the complete system in hardware is the potential
for higher execution speed. In both, compression and encryption, a lot of complex
operations are required, so they run inefficiently in general purpose processors that do
not count with specialized instructions to support that kind of operations. The speed-
up is obtained by designing custom architectures executing the most time consuming

parts in each of the algorithms.

Although it seems to be a high and complex system joining two algorithms, with the
available technology, FPGAs and high level hardware description languages, it seems
to be possible the realization of such system in a relative short period of time. That
is what this work intends to achieve in order to demostrate the premisses given in the
previous section. Encrypting compressed data gathers the advantages of compression
and encryption: data is transmitted in a secure way reducing space and time costs for

storage, and the time to encrypt data.
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1.5 Thesis objectives

1.5.1 General objective

The general objective of this research work is to demonstrate the theoretical advantages
of combining lossless data compression and public key cryptography. To achieve this
objective, a hardware architecture for dictionary-based data compression and elliptic
curve cryptography that meets real time requirements is implemented. Unlike tradi-
tional approaches, this work considers public-key cryptography instead of symmetrical

one.

1.5.2 Specific Objectives

Specific objective is to validate the performance of elliptic curve cryptography by adding
data compression. On this specific objective, it is desired to prove the following state-

ments:

1. Compression can improve the performance in the cryptographic module, how oc-

curs in symmetrical methods.
2. The available bandwidth is better utilized when encrypted data are transmitted.

3. It is possible to combine two different algorithms in a single hardware architecture.

1.6 Methodology

To meet real time requirements, the design and implementation of the system is carried
out by applying parallelism at algorithmic level. Although parallelism at the level of
design can be applied, it was decided not to apply it or minimally. That is because it is
preferable a generic architecture that can be implemented in any programmable device.
When such device is selected, optimizations for that device can be done. However, with
current sophisticated synthesis tools, such optimizations often are transparent to the
user.

The searching for redundancy in data compression is implemented using a systolic
array approach. Systolic arrays achieve high clock rates while using low area resources
and provide better testability. In the cipher, the arithmetic operations are implemented
as parallel as possible, identifying data dependences and utilizing custom datapaths and
specialized architectures.

For validating the hardware system, a software version of the proposed system was

developed for results comparison and test benches generation. Both, the compressor
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Figure 1.6: Flow design of the system

and the ECC cipher are written in C, letting to migrate the code to any platforms with
very few or no changes at all.

The hardware architecture is described in the standard hardware description lan-
guage VHDL, making possible any rapid further modification. Hardware modules are
described as parameterelizable as possible, leading to a scalable implementation. The
hardware architecture was simulated on Active-HDL software and synthesized for the
Virtex IT FPGAS family using ISE software. The design flow of the system was carried
out following the flow design of an FPGA system, shown in figure

1.7 Overview of the thesis

The thesis is organized as follows: The next chapter presents the background for the
lossless data compressor and the mathematical background and cryptographic schemes
for elliptic curve cryptography. Chapter 3 presents the architecture design of the system
explainig its internal modules in detail. Chapter 4 shows the synthesis results and a
results comparison against reported work. Finally, Chapter 5 summarizes this work and
the contributions of this thesis. Conclusions and directions are presented at the end of
Chapter 5.
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Chapter 2

LZ compression and Elliptic

Curve Cryptography

In this chapter, a discussion about the selection of the data compression algorithm,
a variant of the original LZ77 algorithm, is presented. Also, this chapter provides the
mathematical background of elliptic curve cryptography and additional algorithms used

in the elliptic curve cryptographic schemes treated in this work.

2.1 The data compression module

The main system is focused to encryption of text, so lossless compression is selected as
a compressor module in the system. In all lossless compression implementations, there
is a trade-off between computational resources and compression ratio. Often, in both
statistical and dictionary-based methods, the best compression ratios are obtained at
expenses of long execution time, high memory and logic gates. Statistical compressors
are characterized for consuming higher resources than dictionary based when they are
implemented in both software and hardware, however they can achieve compression
ratios near to the source entropy. The most demanding task in this kind of algorithms
is the implementation of the model to get the statistics of the symbols and to assign
the bit string. Perhaps, the most representative statistical method is the proposed by
David Huffman [I5] in 1952. In this algorithm a tree is built according to the frequency
of the symbols. All symbols are placed at the leaves of the tree. The Huffman method
achieves compression by replacing every symbol by a variable bit string. The bit string
assigned to every symbol is determined by visiting every internal node from the root up
to the leaf corresponding to the symbol. Initially the bit string is the null string. For
every internal node visited, one bit is concatenated to the bit string, 1 or 0, depending

on the current visited node whether it is a right or left child of its father. Symbols at
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Figure 2.1: Average compression ratio for some lossless data compressors

longer branches will be assigned larger bit strings.

In the dictionary-based methods, the most time consuming task is searching for
strings in a dictionary, which usually has hundreds of locations. Dictionary-based algo-
rithms are considered simpler to implement than statistical ones but the compression

ratio is poorer.

2.1.1 Selecting the algorithm

Selecting a compression method among the existent ones is not easy. While one method
can be faster, other can achieve better compression ratio and still other may require less
computational resources. In terms of execution time, the implementations of compres-
sion methods are being improved continually so it is difficult to give definitive results.
Hardware and software implementations of lossless methods have been reported in the
literature. The main aspects to consider in such implementations are the compression
ratio achieved, throughput, and processing time.

In figure[2.7], the graph shows the compression ratio of some lossless data compressors
implemented in software, compressing the Canterbury Corpus. Although the Huffman
algorithm achieves better compression ratio than RLE, the difference in compression
ratio compared with LZW and LZSS (as slight modification of LZ77) is not significant.

Lossless data compression hardware implementations have been also reported, statis-
tical and dictionary based. Similar to software implementations, statistical compressors
have shown to be more area expensive than dictionary-based implementations. In figure
2.2 aspects like frequency, throughput and area reported in those implementations are

shown. In [I6], Park y Prassana proposed a hardware architecture for the Huffman
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Figure 2.2: Some lossless hardware implementations

algorithm. They proposed an efficient scheme for mapping the Huffman’s tree to the
memory. Two main memories were used; one of 256x9 bits for coding and one of 64x18
bits for decoding, also, an arithmetic unit with two adders and one comparator was
required. The design was implemented using 1.2 microns CMOSN technology. Liu et
al.  [17], implemented the dynamic Huffman algorithm. This method is faster than
the static one because the Huffman’s tree is built as symbols are processed, avoiding
a second pass over the data. The implementation is based on the concept of CAM
(Content Addressable Memory) memories. This method is more complex and requires

more hardware resources.

Representative reported hardware implementations of dictionary-based methods are
one by Ranganatan and Enriques [I8] and other by Jung [I9]. These jobs and others
will be discussed with more detail in section [2.1.3l

Based on the appointment states in software and hardware implementation, it leads
to think that a dictionary-based method is the better choice for the lossless compressor
module required in the proposed cryptosystem in this work. It is necessary a compressor

that does not require high hardware resources and at the same time performs well with
all kind of data.

A dictionary-based compressor is considered for implementation in this work. This
selections was taken according to the following facts: 1) a dictionary method does not
require prior knowledge or statistical characteristics of the symbols, so, avoiding the
second pass lets faster compression. 2) it is stated in the literature that the memory for
dictionary-based methods is less than that for statistical methods.

Among dictionary methods, the original LZ algorithm (LZ77) has some advantages
over other methods. The memory requirements are lower and the compression process

is simpler [2]. Also, the decompression process is simpler than the compression one,
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practically it consists in memory access while in the other methods compression and
decompression have similar complexity. In addition, LZ77 is free of royalties, that does
not occur with LZW, for example.

In the following section, the LZ algorithm and its implementation issues are dis-

cussed.

2.1.2 The LZ algorithm

The LZ77 algorithm was proposed by Ziv and Lempel in 1977 [5]. It is a universal
dictionary-based algorithm for lossless data compression; it does not depend on the type
of data being compressed. LZ77 algorithm was the first proposal of data compression
based on a dictionary instead of symbols’s statistics. Since its proposal, this algorithm
has been improved in order to achieve better compression ratios and to reduce the
required processing time [0], [20] and [2I]. The idea behind the LZ77 algorithm is
to replace a symbol string by a pointer or position in a dictionary where such strings
occur. The algorithm constructs the dictionary as symbols are processed, the bigger
the size of the dictionary, the higher the possibility of finding future occurrences of the
strings. One modification of the original LZ77 method, is implemented in this work. It
is known as the LZSS method and prevents expansion of data instead of reduction.

The LZ77 algorithm uses two buffers called the searching-buffer, containing N sym-
bols, and the coding-buffer, containing M symbols, see figure 2.3l

These two buffers can be viewed as a N + M sliding window over the source data.
Data compression is achieved by performing two steps. The first step consists in in-
serting new source symbols to the coding buffer. For every new entered symbol, the
current content of both, the searching and the coding buffer is shifted to the left one
position. The first step is depicted in figure 2.4 b). Initially, M symbols are entered
because both the searching and the coding buffers are empty. In the second step, the

longest substring in the searching buffer being the prefix in the coding buffer is searched
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for. After testing all possible string matches, a codeword is generated consisting of the
pointer P, or position in the searching buffer where the string starts, and its length L.
Step two is depicted in figure 2.4] a). The process restarts by executing the step one

again, entering L new symbols to the coding buffer.

There is no a data compressor that compress all kind of data. For preventing data
expansion, Storer and Yamasaki [21] proposed to codify the codeword found only if
the length L was greater than a threshold value. If it does not, symbols in the coding
buffer should be written without codification. The threshold should be one that avoids a
codeword to be greater than the length of the current substring processed. So, applying
this mechanism, the output stream consists of compressed and uncompressed symbols.
In order to decode the compressed data, one extra bit is used to distinguish among

codewords and source symbols.

The serial algorithm for performing the step two in the LZ77 method is listed in
algorithm [ X and Y are the searching and coding buffers respectively. In algorithm
[, N is the size of X and M is the one of Y. Searching for all possible substrings
sequentially is a problem of O(M N) complexity, and the most time consuming part of
the algorithm. The execution time and compression ratio of LZ77 algorithm depends

strongly on the size of the buffers X and Y.
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Algorithm 1 Step two in the LZ algorithm
Require: X and Y two buffers with valid data
Ensure: A codeword C' = P, L

1: maxLength < 0

2: for i from 1 to NV do do

3:  currentLength < 0

4:  for j from 1 to M do do

5: if X[i+ j] =Y/[j] then

6: currentLength «— currentLength + 1
7 else

8: break

9: end if

10:  end for
11:  if currentLength > maxLength then

12: maxLength «— currentLength
13: Pointer «— i

14:  end if

15:  if maxLength = M then

16: break

17:  end if

18: end for

2.1.3 Related work on LZ77 hardware implementations

Three approaches are distinguished in the hardware implementations of dictionary based
methods: the microprocessor approach, CAM (Content Addressable Memory) approach
and systolic array approach [22]. Although the first approach lets easy implementations,
it does not explore full parallelism and is not attractive for real time applications. The
second one is very fast because explore full parallelism but it is costly in terms of
hardware requirements. The systolic array approach is not as fast as the CAM approach
but its hardware requirements are lower and testability is better. The main advantage
of this approach is that it can achieve a higher clock rate and it is easier to implement
than the CAM approach.

Some papers have reported systolic implementations for the LZ77 algorithm. In
these papers, the systolic array is derived by studying the data dependences in the
computations. In [19], the systolic array is composed of two different types of processing
elements designed in such way that each one consumes few resources. The number of
type 1 PE’s is only determined by the size of the coding buffer. This design was
implemented on an ASIC platform running at 100 MHz. They reported a throughput
of 10-100 Mbps using a 1.5 kB FIFO for the dictionary; using one 4.1K SRAM for the
dictionary and 32 processing elements. The reported throughput of the design was 100
Mbps operating at a clock rate of 100 MHz. In [23], an FPGA LZ77 implementation
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is reported. The implementation requires four Xilinx 4036XLA FPGAs to achieve 100
Mbps throughput. The buffer’s size was 512 for the searching buffer and 63 for the
coding one. In [22], a VLSI chip is fabricated. It contains 16 processing elements to
find the longest substring in the LZ77 algorithm. The chip operates at 100 MHz and
achieves a throughput of 10 Mbps if a 1K-searching buffer and a 16-coding buffer are
used. As mentioned in the paper, if ten chips are connected in parallel, a compression
rate of about 100Mbps can be achieved. These reported papers give us an idea of what
can be expected from a hardware implementation but does not give us a guide to select
the best parameters (size of buffers) for the algorithm according to a specific application.
In chapter 4, the results and comments about a software implementation show how the
size of the buffers impacts the compressor performance.

Since this thesis work uses elliptic curve cryptography as the public-key cryptosys-
tem, in the following sections, aspect related to public key cryptography and specifically,

aspects related to elliptic curve in cryptography are presented.

2.2 Foundations of public-key cryptography

Almost all public-key algorithms are based on hard mathematical problems, that are
defined on a set of numbers. In cryptography, this set is finite and it has to meet several

properties.

2.2.1 Groups and Finite Fields

Groups and fields are part of abstract algebra, a branch of mathematics. Finite fields
are increasingly important in several areas of mathematics, including linear and abstract
algebra, number theory and algebraic geometry, as well as in computer science, statistics,
information theory, and engineering. Also, many cryptographic algorithms perform
arithmetic operations over these fields. [3].

A group T is an algebraic system {S, ¢} consisting of a set S and a binary operation

¢ defined on S that satisfies the following axioms:
1. Closure: Vz,y e G,x oy € G.
2. Associativity: Vz,y, 2 € G, (zoy) oz =z 0 (y 0 2).
3. Identity: 31 € Gsuchasx o I = z.

4. Inverse: V & € G, exist only one y € Gsuchaszoy=yoz = 1.

IfVa, ye G xoy=youx I'is called an abelian group.
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A finite field is an algebraic system {F,®, ®} consisting of a set F' containing a fixed
number of elements and two binary operations, @ and ® on F, satisfying the following

axioms:

1. Elements 0 and 1 € F.
2. F'is an abelian group respect to operation ®.
3. F - {0} is an abelian group respect to operation ©.

4 Ve,yzeF,z0(yd®z)=(20y)d@o0z)andz® (y02)=(xdy) O (x
D z2).

The order of a finite field is the number of elements in that field. It has been showed
[8] that exists a finite field of order ¢ if and only if ¢ is a prime power. In addition, if

q is a prime power, the finite field of order ¢ is unique. A finite field, also known as
Galois Field, is denoted as F, or GF'(q).

2.2.2 Modular arithmetic

The operation,
amodn =z (2.1)

means that z is the remainder when a is divided by n, the remainder is an integer
in the range [0,n — 1]. This operation is called modular reduction, and it is used in
cryptographic schemes mainly for two reasons: 1) operations like logarithms and square
roots module n are hard problems and 2) the space of values is restricted to a fixed
group of numbers. In cryptography applications, a, z and n are large integer numbers.
Another common notation for equation [2.1]is to say that a and z are equivalent or a is

congruent to z mod n, which is written as
a=z (modn) (2.2)

Modular arithmetic is commutative, associative and distributive. The common integer

operations +, *, and - in modular arithmetic are defined as follows:
1. (a+b) mod n = ((a mod n) + (b mod n)) mod n
2. (a—0b) mod n = ((a mod n) — (b mod n)) mod n
3. (a*b) mod n = ((a mod n) * (b mod n)) mod n

4. a* (b+ c¢) mod n = (((a*b) mod n) + ((a * ¢) mod n)) mod n
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Another important modular operation is the inversion. a~! is the inverse mod n of a

number a if equivalence in equation [2.3]is true.
axa '=1 (mod n) (2.3)

For a given number a, a~! is the unique solution only if a and n are relatively primes
[4]. If n is a prime number, every number in the range [1,n — 1] is relatively prime to n
and has exactly one inverse (mod n). To calculate a module inverse, two algorithms are
commonly used: The Extended Euclidean Algorithm and the Fermat’s Little Theorem.

These algorithms are described in next chapter.

2.2.3 Prime and binary finite field

The prime finite field has been long used in cryptography. It is denoted as F},, where p is
a prime number. F), consists of the elements {0, 1, 2, . . . , p—1}. The operations & and
©® are performed as the ordinary integer operations sum and multiplication respectively

applying reduction (mod p). These operations are defined as follows:
1. @: (a + b) mod p, a,b € F),
2. @: (a * b) mod p, a,b € F),
3. Va#0¢€F, a!isthe inverse of a if axa™! =1 (mod p).

The binary finite field is denoted as Fom (also known as two-characteristic field or the
Galois field) and can be viewed as a m-dimension vectors space on {0, 1}. As a vectorial
space, a basis exist in Fom. The set {ag, a1, ..., -1}, @; € Fam, is called a basis of
Fom if exist m — 1 elements a; in {0, 1} such as every element a € Fym can be expressed

as in equation 241
a4 = Qp—10m—1 + Gm—20m—2 + ... + a1a1 + agayg (2.4)

If such basis exist, each element in Fom can be represented as the binary m-vector (ao,
ai, ag, . . . , G;ym—1). There are different basis for Fom, most common used are: polyno-
mial, normal and dual. The arithmetic for binary operations @& and ® changes lightly
according to the basis employed. When implementing binary field arithmetic, polyno-
mial basis is preferred because of the sum of two elements is a simple xor operation.
Details about normal basis can be found in [§].

In polynomial basis, each m-vector a € Fym, is viewed as a polynomial,

A1 2™V Aoz 2+ 4 a1z + ag (2.5)
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The binary field Fom is generated by an irreducible polynomial F(x) of grade m of the
form
™ + fmflxm_1 + fm72xm_2 + ...+ fiz + fo (26)

where f; € {0, 1}. The polynomial is named irreducible because it can not be expressed
as the multiplication of two other polynomials (it is as a prime number in integer
arithmetic). The polynomial needs to be irreducible, otherwise the math does not work
[4].

Let be a, b € Fom, a = (am-1,0m—2,...,a1,a0) b = (byp—1,bm—2,...,01,b9). The

arithmetic operations @ and ® in the finite field Fom are defined as follows:

1. a®b=c c=(cm-1,Cm-2,---,C1,C0), Where ¢; = a; xor b;.

2. ®:a®b=c, c=(m-1,cm—2,...,01,C0), where ¢(z) = a(z)b(x) mod F(z).
c(x)

a(x) = am-12™ 7 + apm2r™ 2 + 4+ a1 + ag
b(z) = byn—12™ " + b—o2™ 2 4 ...+ biz + by

= 1™V F o™ 2+ . H iz + o

For cryptographic applications, the irreducible polynomial F'(x) is a trinomial of the
form 2™ + 2% 4+ 1 or it is pentanomial of the form z™ + z* + 27 4+ z! + 1, where 7, j and
[ are positive integers. The use of trinomials or pentanomials leads to efficient software

and hardware implementations.

2.2.4 Security of public key cryptosystems

Different to symmetrical cryptography, where data transformation is carried out by
permutations and transpositions, in public key cryptography, almost all methods trans-
form data by executing complex arithmetic operations on a finite field. This is because
the security of these cryptosystems is based on conjectured very difficult problems, so,
in order to break the cryptosystem, it is necessary to solve the underlying problem.
The more difficult the problem on which one cryptosystem is based on, the higher the
security offered by the cryptosystem. In practice, two problems have been taken to
build on them public key cryptosystems: the large integer factorization problem and
the logarithm discrete computation. The complexity of these two problems is a function
of the order of the finite field used. While cryptosystems based on integer factorization
are considered currently secure using 1024 bit operands, the cryptosystems based on
logarithm discrete problems offer an equivalent security level using 160-bit operands.
The logarithm discrete problem is defined on a finite group I'= {5, ¢}. For a group

element g € S and a number n, let g denote the element obtained by applying operation
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on times to g (9> =gog, g = gogog, and so on). The discrete logarithm problem is
as follows: given an element g € S and another element h € S, find an integer = such
that ¢g* = h.

The most widely public key cryptosystem, the RSA, is based on the integer fac-
torization problem. Other public key cryptosystems like ElGammal, Diffie-Hellman
key exchange and DSA are based on the logarithm discrete problem defined on the
multiplicative group modulo p, p is a large prime number.

For both, the integer factorization and the logarithm discrete problems exist al-
gorithms for solving them running in sub-exponential time. This means that these
problems are considered hard, but not as hard as those problems which admit only
fully exponential time algorithms. In the following section, another hard mathematical
problem is presented: the discrete logarithm problem defined on the group additive of

elliptic curve points.

2.3 Elliptic Curve Cryptography (ECC)

Elliptic curves, as geometric algebraic entities have been studied since the second half of
nineteen century, initially, without any cryptographic purpose. In 1985, application of
elliptic curves in public key cryptography was independently proposed by Neals Koblitz
[24] and Victor Miller [25].

Koblitz and Miller proposed to use an elliptic curve (see definition in next section)
defined on a finite field, and to define a point addition operation such that the points
of the elliptic curve and the point addition operation formed an abelian group. On
this group, the discrete logarithm problem, called the elliptic curve discrete logarithm
problem (ECLDP), can be defined and so, a cryptosystem could be built on this problem.
The advantages of this elliptic curve cryptosystem is that the ECLDP is more difficult
to solve than that defined on the multiplicative group F),. The best algorithm known
for solving the ECDLP is fully exponential, the Pollar-Rho method [26].

ECC can offer a similar security level than other public key criptosystems using
shorter length keys, which implies less space for key storage, time saving when keys are
transmitted and modular computations less costly. ECC’s security has not been proved;

its strength is based on the inability to find attacks.

2.3.1 The elliptic curve group

An elliptic curve is a set of points (z, y) that satisfies an equation. Although the curve

can be defined on any domain, for cryptographic applications, it must be defined on a
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finite field Fj. If it is defined on F), the elliptic curve equation is

V=23 +ar+b (2.7)

When the elliptic curve is defined on the binary field, the equation is

v+ oy =2 +ar® +0b (2.8)

In both cases, a,b are in the finite field. Because all arithmetic is performed as
defined in the underlying finite field, x, y are finite field elements too. Let EC(Fy)
denote the points of the elliptic curve defined on the finite field Fy. Because a Iy is
finite, EC(Fy) is also a finite set. In order to build a group from EC(Fjy), a closure
operation on EC(F;) must be defined. The operation is the sum of points and its
definition has a geometrical interpretation. The sum can involve equal or different
points. For equal points, the sum is known as DOUBLE and for different points, it is
known as ADD. Each of these operations is carried out in different way and its definition
depends on the finite field on which the elliptic curve is defined.

In the case of the finite field F},, ADD and DOUBLE operations are defined as
follows:

Let a, b € F, satisfying 4a® + 270* # 0. Let P,Q,R € E(F,), P = (z1,11) Q =
(x2,y2) R = (x3,y3). The system {E(F),) U{O},+} forms an abelian group respect to

+ operation, defined as
1. P+O=0+P=P,VP € E(F))

2. If P#+Q, ADD(P, Q) = P+ Q = R, where
x5 =N — 2] — 29
Y3 = A(w1 —23) — 11
A= (y2 —v1)/(v2 — 1)

3. If P=@Q, DOUBLE(P) = P+ Q = 2P = R, where
x3 = A\ — 213
Y3 = AMx1 — 23) — 11
A= (323 +a)/21

So, an ADD operation requires one inversion, two multiplications, one squaring
operation and six sums, all of them operation on F,. A DOUBLE operation requires
one extra squaring and two extra sums.

For the case of the Fym finite field, let a, b € Fom. Let P,Q, R € E(F)), P = (x1,11)
Q = (x2,42) R = (23,y3). The system {E(Fam) U {O},+} forms an abelian group

respect to + operation, defined as
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1. P+O=0+P=P,VP € E(Fym)

2. If P#+Q, ADD(P, Q) = P+ Q = R, where
r3=N 4+ A+x+12+a
ys = AN(z1 +x3) + 23 + 41
A= (y2 + 1)/ (22 + 71)

3. If P=Q, DOUBLE(P) = P+ @ = 2P = R, where
3 =X+ N+a
y3=$%+)\x3+$3
A=x1+y1/71

In this case, ADD requires one inversion, two multiplications, one squaring and
eight additions. For DOUBLE operation, it requires five additions, two squaring, two
multiplications and one inversion, all of them, operations on Fom.

Either if the elliptic curve is defined on the prime Fj, or binary Fym finite fields, the
sum of points is the group operation where the ECDLP is defined. The ECDLP consist
on given two points P, @ € E(Fy), to find the positive integer k such as @ = kP. As
commented in section 2241 this problem is of exponential complexity. On the contrary,
knowing the scalar k£ and the point P, the operation kP is relative easy to compute.
The operation kP is the main and most time consuming operation in all cryptographic
schemes built on elliptic curves. The operation kP is computed as accumulative sum
operation of point P with itself. These sum operations can be either ADD or DOUBLE
operations, the efficient computation of these operations impacts the execution time
of the scalar multiplications and also, the execution of the cryptographic schemes. It
has been shown in the literature that the finite field used do no affect the security of
the elliptic curve cryptosystems but their performance. It is considered that elliptic
curves defined on the binary field Fom leads to efficient implementation of the field
arithmetic. There exist curves on which the ECDLP is easy to solve [§], the so-called
supersingular curves have to be avoided. These curves have an equal number of points
that the finite field on which they are defined. The National Institute of Standards
and Technology (NIST) has emitted several recommendations and has proposed several
elliptic curves over both F), and Fym for cryptographic applications. Different to other
cryptosystems, the security of ECC not only depends on the length of the key but also

in other parameters like the elliptic curve being used.

2.3.2 Cryptographic schemes

An elliptic curve cryptosystem consist in a tuple. If the elliptic curve is defined on F),

the cryptosystem domain parameters are the six-tuple Dg, = (p,a,b,G,n, h), p is the
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a big prime number, a and b define the elliptic curve on F),, G is a generator point of
EC(F,), n is the order of G, that is, the smaller integer such that nG = @ (infinity
point). h is called the co-factor and is equal to #EC(F,/n), this value is optionally
used in some cryptographic schemes based on elliptic curves.

If the curve is defined on the binary field Fom, the domain parameters consist on a
seven-tuple Dp,,, = (m, F(z),a,b,G,n,h). m defines the order of the finite field. F(z)
is the irreducible required in the field arithmetic; all other values have similar definition
that in the case of F),.

In both cases, the domain parameters specify an elliptic curve, a generator point and
the order of this point. How to generate such domain parameters is not concern of this
thesis neither the validation process. There are proposed methods for both operations
that can be reviewed in [§], [27] and [28].

The algorithms implemented in this thesis are: the Elliptic Curve Digital Signature
Algorithm (ECDSA) and the Elliptic Curve Integrated Encryption Scheme (ECIES).
The ECDSA is the elliptic curve analogue of DSA for digital signatures. It has been
standardized by several international organizations like ISO, IEEE and ANSI. In this
thesis, the specification of ECDSA in the ASI X9.62 document [28§] is referred.

The ECIES scheme, for public-key bulk encryption is the most promising scheme to
be standardized. It has been considered in some drafts and it is currently recommended
by the Standards for Efficient Cryptography Group (SECG) [27]. In this thesis, this
specification of ECIES is referred.

ECDSA and ECIES are listed in next section. In both, it is supossed that two
entities A and B share either the domain parameters Dp,,, or Dp,. It is also supossed
that {d4, Q4} are the private and public keys for entity A and that {dp,B} are the

ones for entity B.

ECIES scheme

The ECIES scheme employs two algorithms: a symmetric cipher E and a M AC (Mes-
sage Authentication Code) algorithm. The keys for the symmetrical and the MAC al-
gorithms are generated from a secret shared value between A and B by a key derivation
function (KDF). Assume that kgjengen is the key’s length for the symmetrical algorithm
and Kkpsaciengtn is the one for the M AC algorithm. A sends an encrypted message D

to B executing the following steps:

1. Select a random number k from [1,7 — 1]
2. Compute (z,y) = kQp and R = kG

3. Derive a (S + M)-bit key kxpr from z according to [27].
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4. Derive a S-bit key kg from Kxpp and encrypt the message. C' = E(m, kg)

5. Derive a M-bit key kj; from Kgpp and compute the m’s MAC value. V =
MAC’(m, k‘M)

6. Send (R,C,V) to B

To recover the original message, B does the following;:

1. If R is not a valid elliptic curve point, fail and return.

2. Compute (2/,y') = dgR

3. Derive a (S + M)-bit key kxpp from 2’ according to [27].

4. Derive a S-bit key kg from Kxpr and decrypt the message C. m; = E(C, k)

5. Derive a M-bit key kjs from Kgpr and compute the mi’s MAC value. V) =
MAC’(ml, ]CM)

6. Accept message mq as valid if and only if V =V

SEC-1 [27] mentioned only two MAC algorithms supported, HMAC-SHA-1-160 and
HMAC-SHA-1-80. In the firt case the key used is 160-bits long and produces an 80-bit
or 160-bit output. The second case is different only in that the key is 80-bits long. Both
MAC schemes are described in ANSI X9.71 based on the hash function SHA-1 described
in FIPS 180-1 [29]. For symmetrical encryption, SEC mentioned that at this moment,
only two symmetrical algorithms can be used: 3-Key TDES in CBC [28] mode and
XOR encryption. The XOR encryption scheme is the simplest encryption scheme in
which encryption consists of XORing the key and the message, and decryption consists
of XORing the key and the ciphertext to recover the message. The XOR scheme is
commonly used either with truly random keys when it is known as the ’one-time pad’,
or with pseudorandom keys as a component in the construction of stream ciphers. The
XOR encryption scheme uses keys which are of the same length as the message to be
encrypted or the ciphertext to be decrypted. 3-key TDES in CBC mode is designed to
provide semantic security in the presence of adversaries launching chosen-plaintext and
chosen-ciphertext attacks. The XOR encryption scheme is designed to provide semantic
security when used to encrypt a single message in the presence of adversaries capable
of launching only passive attacks. The KDF key derivation function only supported at
this moment in ECIES is defined in ANSI X9.63.
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ECDSA scheme
To sign a message D, entity A does the following:
1. Select a random number k from [1,n — 1]
2. Compute R = kG = (z,y) and r = z mod n. If r =0 go to step 1.
3. Compute s = k~'(H(D) + dar) mod n, H is the hash value of the message.
4. The digital signature on message D is the pair (r, s)
Entity B can verify the digital signature (r,s) on D performing the following steps:

1. Verify r and s are integers in [1,n— 1], if not, the digital signature is wrong. Finish

and reject the message.
2. Compute w = s~! mod n and H(D), H is the hash value of the message.
3. Compute u; = H(D)w mod n and ug = rw mod n
4. Calculate R’ = u1G 4+ u2Qa = (2/,y')
5. Compute v' = 2’ mod n, accept the digital signature if and only if v' = r

The ECDSA scheme requires an elliptic point addition, scalar multiplications, mod-
ular arithmetic and the hash value of the message. The hash function recommended in
ANSI X9.62 is SHA-1.

2.3.3 ECC related work

All the reported hardware architectures for elliptic curve cryptography are related with
the field and elliptic arithmetic required, and none of them seems to implement an
ECC algorithm such as digital signature. Although software implementations of elliptic
curve schemes have been reported, arithmetic operations are slower than hardware
solutions and are unattractive if the cryptosystem needs to perform many cryptographic
operations, for example, in a secure web server. Next section presents a brief review of

the related work both in hardware and software.

Hardware implementations

Hardware architectures for ECC can be divided into processor or coprocessor approaches.
In the former, there exist a number of specialized instructions the processor can sup-

port, some of them are for finite operations or elliptic curve points. In the latter, there
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are no such instructions because the algorithms are implemented directly on specialized

hardware.

Some processors reported for ECC are found in [30], [3I], [32] and [33]. In
[30], Orlando and Paar reported an FPGA-based processor while in [31I] Satoh and
Takano have reported an ASIC-based processor. In the work performed by Orlando
and Paar, scalar multiplication can be performed in 0.21 ms, working over the binary
field Fyi167 with polynomial basis representation and representing elliptic points in pro-
jective coordinates. The architecture exploits the benefits of reconfigurable computing
and incorporates pipelining and concurrence techniques in order to have an optimized
hardware that can support several elliptic curves and finite field orders. A prototype of
this processor was implemented in a XCV400E-8BG432 Xilinx FPGA. The processor
reported by Satoh and Takano in [31] can support both prime and binary finite field for
arbitrary prime numbers and irreducible polynomials. This characteristic is achieved
by introducing a dual field multiplier. Scalar multiplication can be performed in 0.19

ms in the binary field Fyie0.

Some coprocessors reported for ECC are found in [34], [35] and [36]. In [34]
Okada et al. reported a coprocessor for ECC both in a FPGA device and in an ASIC
platform. In the case of the FPGA implementation, scalar multiplication takes 80 ms
for random curve over the finite field Fyie3. The critical part of the coprocessor is a
bit-parallel multiplier that can operate with different irreducible polynomials. In [35]
Ernest et al. reported a reconfigurable implementation of a coprocessor for ECC. The
coprocessor is based on two scalable architectures for finite field computations. One of
them is a combinatorial Karatsuba multiplier, the other is a finite field coprocessor that
implements field multiplication, addition and squaring in hardware. ECC software im-
plementation performance can be improved by using these two finite field coprocessors.
According to the authors, if only the first architecture is used, scalar multiplication can
be performed in 184 ms. If both architectures are used, the required time reduces to
10.9 ms. In [36], Ernest et al. reported a hardware architecture to perform scalar
multiplication over the binary field Fiy270 using projective coordinates. Field elements
are represented in normal basis, for that reason a Massey-Omura multiplier is used. Co-
processor architecture consist of three basic blocks: a register file with sixteen 270-bits
registers, a finite state machine implementing the add and double method to perform
scalar multiplication and an arithmetic unit performing field computations. The design
was synthesized for an FPGA device equivalent to 180,000 logic gates. The coprocessor

occupies 82% of the available CLBs while performing scalar multiplication in 6.8 ms.
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Software implementations

Some software implementations of ECC have been reported in [37], [38] and [39]. As re-
ported in [39], there are two libraries which offer primitives for EC cryptography: LiDIA
[40] and MIRACL [41]. Both are efficient, general purpose, number-theoretic libraries
implemented in C++ that offer a vast number of cryptographic primitives. Although
there seem to exist implementations of EC cryptographic protocols (e.g., ECDSA) and
EC generation methods (CM method) based on these libraries, these implementations
are either not publicly offered (LiDIA), or are partly provided (MIRACL).

In [37], Hankerson et al present a C implementation on a Pentium II 400 MHz
workstation for performing the scalar multiplication on Fom and optimized implemen-
tation of the elliptic curve operation u1G 4+ us@ 4 performed in ECDSA verification.
This optimization is based on the fact that the point G is known a priori, so some pre-
computation can be done. NIST random and Koblitz elliptic curves over the binary field
were used. They implement several algorithms for field arithmetic scalar multiplication.
The best of their results is achieved by pre-computing values in the operation kP. They
conclude aspects about implementing algorithms for inversion. In this implementation,
for m = 163, inversion can be achieved in 30.99 us for the extended euclidean algorithm,
42.49 us for the almost inverse algorithm and 40.26 ps for the modified almost inverse
algorithm. Multiplier implemented was the Karatsuba method (3.92 us) and the shift
and add method (16.36 us). Scalar multiplication is executed in 9.178 ms applying the
binary method and using affine coordinates. If projective coordinates are used, mul-
tiplication can be done in 4.71 ps. If values are pre-computed, scalar multiplication
is achieved between 1.683 and 3.44 ms. Assuming a m-bit value for the hash value

previously computed, ECDSA verification can be done in 5.005 ms for m = 163.
In [38], an ECC implementation on a Palm OS Device is presented. A NIST (random

and Koblitz) curve over the finite field Fyi63 was used and projective coordinates were
selected. Code was written in C and executed on a Handspring Visor with 2 MB
of memory. For the random curve, the scalar multiplication takes 3.5 sec using the
Montgomery algorithm [42]. For the Koblitz curve, the scalar multiplication takes 2.4

sec.

In [39] an ANSI C software library for ECC is presented. The GNU Multiple Pre-
cision arithmetic library is used to perform the arithmetic operations over the prime
finite field F},. The library was tested on a Pentium III 933 MHz 256 Mbytes worksta-
tion using prime finite fields Fj,i7s, Fj102 and F224; for each of these finite fields, timing
results for performing scalar multiplication were 13.6 ms, 15.7 ms and 19.5 ms respec-
tively. In this work, ECDH, ECES and ECDSA protocols were implemented to test the

proposed library. For the finite field Fjyi02, timing results are as follows: assuming MAC
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value previously computed, ECES encryption takes 36.5 ms, ECDSA digital signature
generation takes 22.7 ms and 28.3 ms for verification.

Because of elliptic curve cryptographic algorithms perform a high amount of math-
ematical operations with large numbers in a finite field; implementing ECC with the
available instruction set of a general purpose processor is inefficient, as mentioned in
the software implementations. For this reason, and the advantages of a hardware im-

plementation, this last solution seems to be better suited for ECC algorithms.

2.4 Summary of the Chapter

In this Chapter, the basic background of this research work was exposed. Some theo-
retical aspects of lossless compression, cryptography and elliptic curves were described.
In the following Chapter, the architecture of the system in presented based on the best

decision made according to the delimitations of the design.
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Chapter 3

Hardware design of the system

This chapter discusses the architecture of the proposed system. An unified architecture
is designed to support both echemes ECDSA and ECIES adding data compression. The
system is composed of two main architectures: one for processing data on the fly and

other one for arithmetic operations.

Data processing involves data compression and cryptographic operations. Cryptp-
graphic operations can be either MAC or hash computations depending on what scheme,
ECIES or ECDSA, is executed. The arithmetic units perform either elliptic curve arith-

metic or integer modulo n arithmetic.

Architectures were designed by identifying shared components and applying paral-
lelism at algorithm level and pipeline techniques. The architecture is designed so it

can only perform data compression or only executes ECDSA or ECIES without data

compression.
P oo oo - - |- _________________ :
| |
1 Data Encryption ) | Data Decryption ]
Message ] |  Compressed and | |
Lossless Data ECIES ?\;CWP‘E" # ECIES ‘ Lossless Data Message
Compression Encryption essage Decryption Compression |
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U, ) L _____1
r——m s —— bl |— T T e e 1
] Signature ) | Signature |
] generation ] | verification |
Compressed and
Message | ECDSA ! signed ECDSA Lossless Data Message
Lossless Data - Signature ) verified
Compression Signature Message erification Compression |
P : verificati
generation |
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b e e e e o o o o = — - - ] '— ---------------- -

Figure 3.1: Block diagram of the system
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Figure 3.2: ECIES scheme data flow. a) encryption, b) decryption

3.1 The system

The hardware architecture of the system is a customized implementation of the elliptic
curve cryptographic schemes ECIES and ECDSA, described in section 232 and a
compression module.

The system executes the cryptographic operations of data encryption/decryption
and digital signature generation/verification. When data are encrypted (ECIES) or
digitally signed (ECDSA), they are previously compressed. When data are decrypted
or a digital signature is verified, data are not compressed, but decompressed after the
cryptographic operations. These operations are shown as black box in figure Bl

When compression is required, the system makes transparent the process of encryp-
tion and compression. Different of performing the compression of all data and then
encrypting them, like in a sequential implementation, the system processes data pro-
duced by the compressor module on the fly. When all input data have been compressed,

the cryptographic schemes have been also applied.

3.1.1 Adding data compression to the ECIES scheme

Figure shows the data flow in both, the encryption and decryption operations in
ECIES, described in section When encrypting, two scalar multiplications are
computed; kQp and kG. k is a random number, Qp is the public key of the receiver
and G is the shared point in the tuple 7. The z-coordinate of the point kQ p is used by
the key derivation function KDF to generate the keys Kj; 40 and Kg. The symmetrical
cipher E encrypts incoming data using the key Kg and the result is authenticated by
the message authentication code algorithm MAC Kj;4c. The result of the encryption
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Figure 3.3: Processing data for ECIES: addition of a data compression module

J/

process is the point R = kG, the M AC value MAC(E(D)) and the encrypted data
E(D).

In a decryption operation only one scalar multiplication is computed; dgR. dp
is the private key of the receiver an R is part of data to be decrypted. From the z-
coordinate of point dgR, KDF produces the keys Kj;4c and Kg. The incoming data
are assumed in a compressed form; they are authenticated and decrypted by the MAC
and E algorithm respectively. The deciphered data are passed to the decompressor to
recover the data set D’. If the current computed MAC value MAC(E(D)) is equal to
the incoming one, then the decompressed data D’ are accepted as the original message
D sent by the emisor.

In figure a) and b), two main modules framed in dashed lines are identified:
one that just involves arithmetic operations and other involving data processing. In the
first one, the main operation is the scalar multiplication. The second one involves the
coordinated execution of the modules KDF, E and MAC. The data source for MAC is
different depending on which operation, encryption or decryption, is performed.

Data compression should be added to the processing data module. That is, data are
compressed, encrypted and authenticated. In a decryption operation, the incoming data
are decrypted and authenticated. The resulting decrypted data is then decompressed.
This is shown in the block diagram in figure The data source for every data
procesing unit is controlled by multiplexers.

An external shared secret value is used to derive the keys K and Kjrac, which
are used by E and MAC respectively. The output of the processing data module is
either compressed and encrypted data or decrypted and decompressed data. In an

encryption operation, the MAC value is computed and sent with the encrypted data.
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Figure 3.4: Data flow for signature generation/verification in the ECDSA scheme

In a decryption operation, the MAC value on the incoming data is used to authenticate.

3.1.2 Adding data compression to the ECDSA scheme

Figure B4 shows the data flow for a) signature generation and b) signature verification
in the ECDSA scheme described in section For signature generation, only the
scalar multiplication kG is computed; being k a random number and G the shared
point in tuple 7. The first component of the signature, r, is computed by applying
modular reduction to the x coordinate of kG. The second part of the signature, s, is
obtained from modulo n operations that involves the r value, the hash of input data e,
the random number &k and the private key d4.

In a signature verification, two scalar multiplications are computed. The two scalars
are derived from modulo n operations involving the incoming signature under test and
the hash value of incoming data. The points are the shared point G and the public
key @4 of the emisor. Different to signature generation, a sum of points is additionally
required. The z-coordinate of this elliptic point sum is used to determine whether the
signature is valid or not.

As in ECIES, the two modules for arithmetic operations and data processing are
present. The compression module for ECDSA should have to compress the incoming

data before hashing in a signature generation. Data must be decompressed after data
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hashing when signature is verified. This is shown in figure Although the data

processing is simpler than ECIES, the arithmetic unit is more complex.

3.2 System specifications

Before discussing the architecture of the system, the algorithms for data processing to
be considered in this work are showed.

For ECDSA, the SHA-1 algorithm is used for hash computation in both, signature
generation and verification. SHA-1 is iterative, one-way hash function that produces a
condensed 160-bit representation, called a message digest of data of any size. SHA-1
can be described in two stages: preprocessing and hash computation. Preprocessing
involves padding the message, parsing the padded message into 512-bit blocks, and
setting initialization values to be used in the hash computation. The purpose of the
padding is to ensure that the padded message is a multiple of 512 bits. Padding consist
in adding the bit '1’ and the length of D in bits as a 64-bit number. To fill a 512-bit
block, zeros are added. Then, the padded message is parsed into N B 512-bit blocks,
D(l), D® ... DWB)  The initial hash value, H®, consist of the following five 32-bit

words, in hexadecimal:

H = 0x67452301
H” = Oxefedab89
7" = 0x98badcfe
H = 0x10325476
H = 0xc3d2e1f0

From HO), every hash value H @ of block D@, 1 < i < NB is used to compute
the next hash value H(*1 corresponding to the next block DGHD).

The hash computation generates a message schedule from the padded message and
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Algorithm 2 HASH computation: SHA-1 core
Require: D® a 512-bit block
Ensure: The HASH value corresponding to D(® from H0~1
1: Prepare the message schedule, W; from block D(®):
Wt—{Mt(i) 0<t<15
ROTLl(Wt_g D Wi_s ®Wi_14 D Wt_lﬁ) 16 <t<79
2: Initialize the five working variables A, B, C, D, and e, with the (i — 1)st hash value:
A HY
B« H'Y
¢ gl
D« H{™Y
E— H{™Y
3: for ¢ from 0 to 79 do do
. E<—D
D~ C
C «— ROTL*(B)
B+ A
A« ROTL*(A) + fy(B,C,D) + E+ ki + W,
5: end for
6: Compute the ith intermediate hash value H():
HY — A+ H™)
HY — B+ H!Y
H) —c+ ™
H) — D+ H{Y
HY — B+ H{™Y

uses that schedule, along with functions, constants, and word operations to iteratively
generate a series of hash values, one for every 512-bit block. Every 512-bit block is

processed in 80 iterations and the result of the final block becomes the message digest.

The hash computation is applied to every block message D) according to algorithm
2l After processing the block DVB)  the resulting 160-bit message digest of the data set
D, is H(()NB)HHl(NB)HH2(NB)HH§NB)HH£NB), where || means a bit-string concatenation.

In algorithm [ operation ROTL’(A) means a left circular shift of value A j positions.

The definition of function f;(B,C, D) is

BAC)® (~BAD) 0<t<19
BaCas®D 20 <t <39
BANC)® (BAD)& (CAD) 40 <t <59

(
JA(B.C, D) = E
(B&C®D 60 <t <79

The four 32-bit constants k; are defined as
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025a827999 0 <t <19

0x6ed9ebal 20 <t <39
0x8 f1bbede 40 <t <59
Oxcab62cld6 60 <t <79

Ky

The key derivation function KDF considered is this work is specified in ANSI X9.63.
KDF uses a shared secret Z to derive a bit-string of arbitrary length by executing the
SHA-1 algorithm [length/160| times. The bit-string is formed by concatenating the
hash result in each iteration. Algorithm [ lists the steps of KDF.

Algorithm 3 Key derivation function KDF
Require: An octet string Z which is the shared secret value.
Require: An integer keydatalen which is the length in octets of the keying data to be

generated.
Ensure: The keying data Key which is an octet string of length keydatalen octets, or
"invalid’.

1: Check that Z + 4 < hashmaxlen. If not, output ’invalid’ and stop.

2: Initialize a big endian 4-octet string counter as 00000001y gx

3: for i from 1 to [keydatalength/hashlen] do

4. ki «— HASH(Z||Counter)

5. counter < counter + 1

6: end for

7: Key is the bit-string K1 ||Ka... K[ieydatalength/hashien] trunctated to keydatalength
octects.

The hash value computed in step 5 in algorithm []is on fixed size data. In every
iteration, only the value of the counter changes, so, the 512-bit block can initially be

padded and then the part corresponding to the counter can be updated.

For message authentication code MAC, the HMAC-SHA-1-160, specified in ANSI
X9.71 is selected. It uses a 160-bit Kj;ac key and the SHA-1 algorithm for hash-
ing. HMAC ensures that secure data is not corrupted in transit over unsecure chan-
nels (like the internet) and is used in ECIES operations. HMAC generates a Mes-
sage Authentication Code using the following formula: HMAC(D)= HASH[(Kpyac @
opad)||HASH (K ac @ ipad)||D]],

where
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D = Message

H = Underlying Hash function
Kyac = Secret Key

opad = 0x36, repeated as needed
ipad = 0z5C, repeated as needed

Il = concatenation operator
@ = XOR operation

SHA-1 computes the hash value on two different data sets. First, SHA-1 is applied to
the bit string D1 = (kyrac @ ipad) || D). The second data set is Dy = (karac @ opad) ||
SHA-1(Dy).

HMAC(D) is then sent as any typical MAC(D) in a message transaction over in-
secure channels. HMAC has all of the general properties of a MAC function and it is
computationally very fast and very compact.

The symmetrical encryption algorithm E is the XORing encryption. This kind of
encryption consist in a XOR operation between the key Kg and data, so, Kg should be
of be the same as the input data. So, KDF needs to generate a 160-bit K;a¢c key and
a Kg key of the same length that the message to be encrypted/decrypted.

Based on the previous specifications, next section describes an unified architecture
that gives support to ECIES and ECDSA for data processing.

In both ECIES, and ECDSA, the elliptic curve is defined on the binary field Fom
using polynomial basis. Based on the literature reviewed, this field leads to an effi-
cient hardware implementation. Algorithms for performing these operations and their

architectures are described in the last section of this chapter.

3.3 Unified architecture for data processing and data flow

The architecture for data processing consists of four main modules:

e A data compressor module that implements a variant of the first algorithm

LZ to compress/decompress data.

e A KDF module that implements the KDF algorithm to generate the keys Ky;ac
and Kg.

e A simmetrical cipher E module that encrypts and decrypts data by XORing
data with key Kg.

e An HMAC module that implements the HMAC algorithm for message authenti-
cation code generation. In ECDSA operations, this unit computes not the MAC
but the HASH value of input data.
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Figure 3.6: Data processing for ECDSA and ECIES

The block diagram for the unified data processing is shown in figure The
architecture is similar to the architecture for ECIES. The main difference is that the
initial MAC module can also perform hash computation.

The four modules for data processing receive data from different sources, depending
on which operation (data encryption, data decryption, signature generation, signature
verification) is executed. The approach followed in this work was to design every module
so that it could receive data from any external device and at the same time it provides
an interface to send data to another entity. This was achieved by providing similar
data input/output for data communication. Any module does not know where data is
coming from but only processes them when ready. Under this approach, data and control
signals can be switched by multiplexers without altering the internal functionality of
each module. So, the compressor, symmetrical cipher E and HMAC modules include
the data control signals listed in table Bl

Table 3.1: Common control signals for internal data communication

Signal | Type Description
dat_in | input Input data to be processed
dat_out | output Data processed (compressed, encrypted, decrypted)
v_dat inpt Indicates data in dat_out bus is valid
m_dat | output | Indicates new source data must be put in the the dat_in bus
eod input Indicates the end of input data

Every module can send a request for data by enabling signal m_dat. Data will be
considered as valid when v_dat is valid, and it is responsibility of the external entity.

When module is not able to receive new data, line m_dat is disabled. Signal eof indi-
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Figure 3.7: SHA-1 core

cates when data is finished. In this work, data produced by the compressor is always
processed, so the signal m_dat is ignored by the compressor module. Detailed description

of the four main modules is presented in following sections.

3.3.1 Architecture for the SHA-1 core operation

Figure B.7shows the hardware design for algorithm [l which computes the hash value
of a 512-bit block. Hy — H; are registers that keep the current hash value for a given
block. For every new block, registers A — E are loaded with current values in registers
Hy — Hi, that are updated at the end of the hash computation. The control of the 80
iterations and correct values assignment for f; and k; is performed by a Finite State
Machine.

The 512-bit block is serially given to the SHA-1 core as sixteen 32-bit words My to
M. For every iteration, a scheduler message produces every W; value as specified in
SHA-1 algorithm. The Message Scheduler is based in the work reported by Grembowsky
in [43]. He used 16 32-bit registers connected in cascade, one 32-bit 1-to-2 multiplexer,
one 4-input 32-bit XOR and a 32-bit circular shifter. A diagram of the scheduler is
shown in figure B.8l

The first sixteen W; words are the values My-M;is. These values initially fill the 16
registers and allow to compute the next 64 words. After Wys, every new Wy is given by

the result of the circular shift that takes previous values of W;. So, the 80 values W;
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Figure 3.8: Message Scheduler for SHA-1 core

are generated at every iteration using only 16 registers.

3.3.2 HMAC module

The HMAC module consist of a pre-processing unit, the SHA-1 core module and a
control unit. The preprocessing unit is close related to the SHA-1 core block. Data to
be authenticated or hashed are received by the pre-processing unit, which is responsible
to perform the padding and parsing as specified in algorithm SHA-1. The control unit is
a finite state machine that makes the initialization of registers Hy — H; and implements
the necessary tasks to either compute the MAC or the HASH value. General architecture
for HMAC is shown in figure B9 In a message authentication code computation, once

the key knyrac is ready, the control unit sends the bit-string D1 = (karac @ ipad) to
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Figure 3.10: Prepocessing module for SHA-1

the pre-processing unit and then turns the control signal and data to the external host.
Once all data are entered and the first hash is computed, the control unit re-initialize
the SHA-1 core module and sends the string (kyac @ opad)||HASH (D) for final hash
computation and then the MAC value. In a hash operation, the control unit is not used,
and input data for the pre-processing module are given directly by the external host.
Figure shows the preprocessing unit for SHA-1. Incoming data are enqueued
in one of two 512-bit FIFO memories F, Fb, arranged as 16 32-bit words. Initially
F1 is the current FIFO where data coming from the compressor is enqueued. When
the current FIFO is ready, a 512-bit block can be processed according the SHA-1-core
algorithm. Data in the current FIFO is dequeued serially during the first 16 iterations of
SHA-1 core, in this period of time, data produced by the compressor is enqueued in the
other 512-bit FIFO memory F5, that becomes the current FIFO. F; and F5 switches as
more data are processed by the compressor, when the compressor finishes, the padding
in performed on the current memory block. If necessary, a new block is generated as is

specified in SHA-1 algorithm using the free FIFO memory.

3.3.3 KDF

The architecture for key derivation function consists of the SHA-1 core block, a 16x32

RAM memory and a control unit. In this case a preprocessing unit is not necessary
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because SHA-1 is applied to a fixed size of data. KDF block consists of the shared
secret value and a 32-bit counter. The RAM memory becomes the 512-bit block being
processed by the SHA-1 core block. According to the current state of the art, keys no
longer than 233 bits are necessary in ECC. So the key’s length and the counter fits in

only one 512-bit block and so only one memory is used.

KDF waits a shared secret value Z of size b bits. If b is not a multiple of 8, Z is
padded with '0’ so it converts in an octet string. When the secret is ready, the RAM
memory is set by storing the bit-string Z||counter with the padding as a 512-bit block
ordered in 16 32-bit words.

Every time a new 160-bit result of KDF is requested, the content of the memory
is updated only in the part corresponding to the counter and then the computation is

performed.

For every new hash computation, the counter is incremented and only the locations
corresponding to the counter in the memory are updated. Then, the hash value is com-
puted from the current content of the memory. The diagram of KDF implementation
is shown in figure Bl The shifter module takes the b/32 less significant bits of the
secret shared value Z. Every 32-bit word of Z is stored in the 32x16 memory block.
The (bmod32) remainder bits, jointly with the initial value of the 32-bit counter, are
stored as the following 32-bit words in the memory. If it is supposed that b is less than
416, what occurs in practical ECIES implementation, then the padding and the required
zeros are stored in the consecutive memory locations according SHA-1 algorithm. In the
last two words of memory, the size of the input puls the size of the counter are stored
as a 64-bit value. For every new iteration in KDF, the counter is incremented and the
memory is updated. Once memory has been updated, the SHA-1 core operation starts

by reading the current 512-bit block stored at memory as 32 bit words.
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3.3.4 The data compressor: a systolic array approach

After reviewing the literature related to hardware implementation of the first LZ algo-
rithm, it was decided to implement it by using a systolic array approach. Under this
approach, hardware implementation occupies fewer resources and clock rate is high.
These two aspects should be taken into account in order to achieve a low complexity
system.

The systolic array was derived by studying the data dependence in the LZ algorithm.
Reconsidering the algorithm [ listed in section to find the largest string in buffer
Y, being the prefix in buffer X. The inner loop controlled by variable j can be redefined
using an extra variable match. This makes the inner loop independent of the current

data being tested. The new algorithm becomes as listed in algorithm [l

Algorithm 4 Step two in the LZ algorithm, redefined
Require: X, Y: searching and coding buffer
Ensure: A codeword C = {pointer, maxLength}

1: mazxLength < 0, pointer < 0

2: for ¢ from 0 to N — 1 do

3:  length < 0, match <1

4:  for j from 1 to M do

5 if X[i + j] = Y[j] and match =1 then
6 length «— j
7 else
8
9

match «— 0

: length < length

10: end if

11:  end for

12:  if length > maxLength then

13: maxLength < length
14: pointer «— 1

15:  end if

16: end for

The outer loop finds the largest string from every pointer in buffer X. For every
pointer ¢, the inner loop increments the variable length for every consecutive success
comparison and keeps with the last value at the first comparison failure. When the
inner loops finishes, length is the maximum length of the string that starts at pointer
7 and is the prefix in buffer Y. The variable maxLength and pointer are updated for
every new pointer tested, when all pointers have been tested, maxLength and pointer
indicate the largest string that matches in the buffer Y.

Data dependence is studied by applying loop unrolling. In figure they are de-

fined basic cells representing main statements in algorithm Ml Lines 5-9 are represented
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by the cell cellq; lines 12-15 are represented as cellz. Cell; represents the main body of
the inner loop for a fixed value of j. The cell;; updates the variables length and match
that will be the inputs for following cell celly;41. The output length of the cell cellins,
which is the max length for the current pointer i is the input to cells, which compares
it with the global variable maxzLength. If current length is greater, length becomes the
maxLength and the pointer is updated to i. Otherwise, previous values of maxLengh

and pointer remain.

To illustrate the data dependence, it is considered an example for a searching
buffer X of size 5 and a coding buffer Y of size 3. Let the buffers X and Y be
{X1, X9, X3, X4, X5} and {Y1,Ys,Y3} respectively. Figure B.I3] shows the unrolled
inner loop for every pointer i, using the basic cells previously defined. In figure B.I3]
let define the cell cell;1; and cell; 2 as the celli; and celly corresponding to pointer i.
The computations in every row corresponding to pointer 4 are performed serially; cell; 1;
requires the results from cell; 1;_1. In the graph, zz input to cell; 1; indicates that entry
is not valid. After executing every cell at every row, the final codeword is given by cell
cellso.

In figure B.I3] computations are performed from ¢ =1 to ¢ = 5. It does not matter
if the computations are performed in the reverse order, from pointer ¢ = 5 to ¢ = 1. The

only change is the data flow for celly, now initial values for maxLengh and pointer are
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maxLength Pointer

Figure 3.13: Unrolling the LZ algorithm

given in cells > and results are passed to celly2 and so on. So, the final codeword will
be given by cell cell; o when the row 7 = 1 finishes.

From figure [3.I3] it is seen that symbols processed by cells cell; 1; are used by cells
cell;—11541, that is, the symbol used in one cell celly; will be used for the following
cell celly;41. Instead of doing all computations for ¢ = 5 and then all computations for
1 = 4, and so on, processing data can be done in a pipelined form. In table 3.2 a timing
schedule for computations of figure B.I3lis given. All computations in figure B.I3] are
listed in table The pipeline is accomplished by adding registers in each cell in order
to keep the required signals for the other cells. In table B2 the length and match
values produced by cell cell;; are registered and then, they are used for the following cell
cellyj41 at the next unit of time. The symbol X; processed by cell cell;; is delayed two
units of time for the next cell cell;j11. The celly computes a valid comparison receiving
the length of every pointer every following unit time from time = 4. This cell will keep
the results in registers to use them in the next unit of time.

In this example, all computations can be done using only three cells cell;; and one

cell cellp. Symbols from the searching buffer X enter to cellj; every unit of time and
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Table 3.2: Timing space scheduling

maxLength

Time | celly; | cellis | cellig | celly
1 X5-Y1 | 22-Y5 | 22-Y3 2z
2 X4-Y1 | 22-Yo | 22-Y3 zz
3 Xs3-Y) | X5-Ys | 22-Y3 | 2z
4 Xo-Y7 | X4-Ys | 22-Y3 5
5 Xi1-Y7 | X3-Y5 | X5-Y3 4
6 zz-Y7 | Xo-Ys | Xy4-Y3 3
7 zz-Y1 | zz-Ye | X5-Y3 2
8 z2z-Y1 | zz-Ye | 2z-Y3 1
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Figure 3.14: Processing elements

PPointer

they are propagated to the other internal cells delayed two units of time. In the example

of figure B3 for a searching buffer X of size 5 and a coding buffer Y of size 3, it was

necessary 8 units of time to get the codeword. It can be generalized that following the

schedule in table B2 for an M-size searching buffer X and an N-size coding buffer

Y, the codeword is found in N + M units of time, and M celly; and 1 celly cells are

required.

By inserting the required registers in cells depicted in figure B.I2), celli; and cells

become the type-I and type-II processing elements respectively, both depicted in figure

BI4l The systolic array is composed of M type-I processing elements connected in

cascade and one type-II processing element placed at the end of the array. The type-I

processing element consist of the following elements:

e 1 w-bit equal comparator (w is the size in bits of the symbols in the buffers),

e 1 logoM multiplexer
e 1 2-input AND gate.

e 1 loga N-bit register
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e 1 logo M-bit register,

o 1 w-bit registers and

e 1 flip-flop.

Type-II processing element consists of

e 1 loga N-bit multiplexer

1 loga M -bit multiplexer

1 logo N-Dbit register

1 logo M-bit register

1 logo M-bit greater-comparer.

The systolic array is depicted in figure Initial values for the first type-1 PE
inputs, length and match, are 0 and 1 respectively as specified in algorithm [l The
values of the coding buffer are accessed in parallel, the value for input j in type-1 PE
is constant and can be considered as an index, indicating the position of the PE in the

array. The input ¢ for the type-II PE can be a decreasing counter starting from V.

3.3.5 The searching and coding buffers

For the design of the buffers in the LZ algorithm, it is necessary consider two aspects.
The first one is that the design must facilitate the input of new symbols according to
the first step of the LZ algorithm, giving the effect of a sliding window. The second
one is that it must allow the serial input of symbols X; in the searching buffer to the
systolic array while keeping the searching buffer values (keep the dictionary).

The design for the buffers in this work is as shown in figure Both, the
searching and the coding buffers are built by connecting w-bit registers R in cascade.

A load signal En; is shared by all registers in the searching and coding buffers. By
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Figure 3.16: Buffers for LZ compression

enabling this signal, new symbols present at input New Symbol enter to the coding
buffer. This leads to perform one shift operation to the left of the current values of
both buffers, as required in the first step of the LZ algorithm. The auxiliar buffer is
used to keep the values in the searching buffer while producing one X; value to the
systolic array at every clock cycle. After entering new symbols to the coding buffer, the
content of the searching buffer is copied to the auxiliary buffer. One symbol X;, from
1 = N downto 1 is produced at every clock cycle by enabling signal Ens. The area
complexity of the buffer is (2N + M) w-bit registers and N w-bit multiplexers. The
first step in the algorithm is executed by controlling the signal Eni. The second step
in the algorithm is carried out by updating the auxiliar buffer and enabling N cycles
the signal Ens. At the same time, registers initialization in the systolic array PEs must
take place. Once all X; symbols have been entered to the systolic array, after maximum

M clock cycles, the resulting codeword is given by the outputs of the systolic array.

3.3.6 Preventing expantion

LZ algorithm can produce expansion instead of reduction. A codeword is composed of
two fields, one is the length of the current matched string, and other is the pointer in
the searching buffer where the string starts. The codeword is (logaN + loga M) long. A
codeword replaces the current string matched, when this match length is less than the
size of the codeword, the output stream grows. One way to prevent this [21] is to only
replace the string with the codeword if the length field is greater than the size of the
codeword. Following this approach, the output stream of compressed data will consist
of either codewords or no-codified symbols from the source. In this work one-bit flag is
used to distinguish between codified and no-codified symbols.

When the codeword is produced by the systolic array, a decision module compares
the length field with a threshold, if the length field is greater, the codeword is emitted
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Figure 3.17: Architecture for arithmetic support

as a codified symbol. If not, the first two symbols of the coding buffer are taken as

no-codified symbols to the output stream.

3.4 Modulo n and elliptic curve arithmetic support

Special hardware for arithmetic operations is presented in this section. Two main arith-
metic units were implemented; one for elliptic curve arithmetic (ECC-ALU) and other
for large modulo n integer arithmetic (INT-ALU). The general diagram of hardware for
arithmetic support to ECIES and ECDSA is depicted in figure B.I7

The random number generator provides the random number in the interval [1, n-1]
as required in both ECIES and ECDSA. The arithmetic unit ECC-ALU computes either
a scalar multiplication or a sum of points in the elliptic curve. It uses two dual-port 8xm
memories to store field elements going to be used. The points are stored in memory M;
and scalars are stored in memory Ms. Memory M; stores the public point of both the
receiver and emisor. In a decryption operation, the point R is stored in this memory.
The memory My stores the scalars involved in the multiplications and also, a point
when a signature is verified. Scalars can be either a random number, the private key of
the emisor in a signature generation or values given by the INT-ALU. The coordinated
execution of each ALU is accomplished by a control unit, which is implemented as a
finite sate machine.

The arithmetic unit INT-ALU computes any of the operations required by ECDSA.
It uses an 8xm RAM memory M3 to store temporal values or values coming from either
an external host or the ECC-ALU. This memory stores also the MAC value in a ECIES

operation for comparison.
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Figure 3.18: Scalar multiplication levels

Detailed implementation of ECC-ALU and INT-ALU are presented in the next

sections.

3.4.1 Elliptic curve arithmetic unit

A scalar multiplication is performed in three different stages, as shown in figure
At the top level, the method for computing the scalar multiplication must be selected.
Some methods have been proposed, the most commonly used are the binary method,
Add and Subtraction chains, and Montgomery. In the second level, the coordinates to
represent elliptic points must be defined. From this representation, the add operation
is defined. Possible coordinates are: affine, projective, Jacobeans and Lépez-Dahab.
The lower level, but the most important, involves the primitive field operations on
which the curve is defined. Basic field operations are sum, multiplication, squaring and
division. How these operations are performed depends on the finite field and its efficient
implementation impacts the ALU performance to compute the scalar multiplication.
In this work, the binary finite field Fom was selected because according to literature
it leads to efficient hardware implementations compared to the prime finite field [§].
Basic operations in Fom were defined in chapter 2. Sum operation in Fom is a simple xor
operation. Squaring is a special case of multiplication, although it can be done efficiently
if customized hardware is developed. For multiplication, three types of implementation
are been reported: serial, parallel and digit-serial. The serial multiplier is simpler
and requires m iterations to perform the multiplication. On the contrary, parallel
multipliers compute the multiplication in one clock cycle at expenses of higher area
resources. Digit-serial multipliers combine the two approaches and are better preferred
for implementation. Division is commonly implemented as a composed operation: one
inversion is computed and then a field multiplication. To compute the inverse of a

field element, two main methods have been commonly used: Fermat’s theorem or the
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Extended Euclidean Algorithm.
In this work, the binary method is used to compute the scalar multiplication. This

algorithm is listed in algorithm [El

Algorithm 5 Binary method: right to left
Require: P = (z,y)z,y € Fom and k = (kp—1, km—2, ..., ko)
Ensure: R=kP
: R<(0,0)
. S< P
: for i from 0 to m — 1 do
if k; =1 then
R<R+S
end if
S <28

end for

SRR A

The binary method scans every bit of scalar & and, depending on its value, 0 or
1, it performs an ECC-DOUBLE operation or both a ECC-DOUBLE and an ECC-
ADD operation. In this work, the points of the elliptic curve are considered in affine
coordinates. Algorithm scans every bit of k from right to left. This allows to
perform the operations ECC-DOUBLE and ECC-ADD in parallel. The binary method
is implemented as a finite state machine that orchests the execution of two module: one
for ECC-ADD and other for ECC-DOUBLE.

For an elliptic curve defined on Fom using affine coordinates, the operations ECC-
ADD and ECC-DOUBLE are performed according to algorithms [6 and [7 respectively.

The operation FCC-ADD requires one inversion, two multiplications, one squaring
and eight additions. The operation FCC-DOUBLE requires five additions, two squaring,

two multiplications and one inversion, all of them, operations on Fom.

Algorithm 6 ECC-ADD: Sum of diferent points
Require: P = (v1,y1),Q = (2,%2),21, Y1, %2, Y2 € Fom
Require: a € Fyom, a is the constant in the elliptic curve
Ensure: R = (z3,y3) =P+ Q
if P=0 or Q = O then
RO
return
end if
A (y2 +y1)/ (22 + 21)
x5 — N+ A+ +z0+a
D ys — Mz +23) + 23+ 11
: return

ARSI S A

For the ECC-ALU unit, the binary method for computing the scalar multiplication
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Algorithm 7 ECC-DOUBLE: Double of a point P
Require: P = (z1,91),, 1,1 € Fom
Require: a € Fyom, a is the constant in the elliptic curve
Ensure: R = (z3,y3) = 2P
if P =0 then
R—O0O
return
end if
A=z +y1/x1
r3— AN +A+a
Yz« 3 + Aag + 23
return

kP, described in algorith [l was implemented as a finite sate machine. The finite state
machine coordinates two dedicated units that perform the operations ECC-ADD and
ECC-DOUBLE according to algorithms [0l and [ respectively. So, the performance of
the ECC-ALU depends strongly on the performance of these dedicated units.

Three different architectures were designed for ECC-ADD and ECC-DOUBLE al-
gorithms in order to select the better ones for the ECC-ALU. The main differences were
in the implementation for field arithmetic. The following sections describe each one of

these architectures.

Architecture 1

The first architectures for ECC-ADD and ECC-DOUBLE are depicted in figures [B.19I
and [B.20 respectively. They are based on a field serial multiplier and a field inverter.
Squaring is performed as a multiplication and division is computed as two consecutive

operations, one inversion and then a multiplication. All internal buses are m-bit wide.

X 1 ﬂm_ L I
0 A
X
SR P
)_l" Multiplier

v vV

Figure 3.19: Sum of different points, ECC-ADD
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Figure 3.20: Sum of equal points, ECC-DOUBLE

The multiplier implements the serial multiplier in Fom as described in algorithm
Rl The algorithm performs m iterations. In every step, the multiplication C(x)x is
performed and the resulting polynomial is reduced modulo F'(x). These two consecu-
tive operations can be performed in parallel so, the multiplication is performed in m

iterations.

Algorithm 8 Shift and Add method: Multiplication in Fom
Require: A(z), B(z) € Fam, P(x) the irreducible polynomial of degree m
Ensure: C(z) = A(x)B(z) mod P(z)
C(x) <=0
: for ¢ from m — 1 down to 0 do
C(x) — Ca)a+ A()b
C(z) «— C(x) + ¢y P(x)
end for
return C'(z)

S gk W

The block diagram of the serial multiplier is shown in figure [B.211

Field inversion is an implementation of the Modified Almost Inversion Algorithm
listed in algorithm [l Latency of the MAIA algorithm is at most (2m-1) iterations. In
this case, all internal buses are m + 1 bits long because of the irreducible polynomial
is m + 1-bit long. MAIA is a variant of the Extended Euclidean Algorithm, commonly
used to compute inverses in the integer numbers. This algorithm was selected because
it is considered less complex than other variants of the Extended Euclidean Algorithm
that can be found in [37]. The hardware implementation of algorithm [ is depicted in
figure
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B(x)

m

AKX _m

F(x)

¥ C(x)= A(x)-B(x) mod F(x)

Figure 3.21: Serial multiplier

Algorithm 9 Modified Almost Inverse Algorithm: Invesion in Fom

Require: A(z) € Fom, A(x) # 0 and P(x) the irreducible polynomial of degree m
Ensure: C(z) = A(z)~! mod P(z)

1. B(z) 1

2: C(.CL‘ —0

3: Ux) «— A(x)

4: V(z) < P(x)

5: loop

6: while U(0) =0 do

7: U(z) « U(z)z~!

8: B(z) « (B(z) 4+ zoP(z))z ™!
9: end while
10  if U(z) =1 then
11: return B(x)
12 end if
13:  if grade(U(x) < grade(V(z)) then
14: U(:C) — V(x)

15: C(z) < B(x)
16:  end if

,_.
o

U(z) —U(x) + V(x)
18:  B(x) « B(z) + C(x)
19: end loop

63



CHAPTER 3. HARDWARE DESIGN OF THE SYSTEM
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Figure 3.22: Interter for Fom

Architecture 2

For the second developed architecture, the multiplier was implemented as a digit serial
multiplier [44]. The inversion operation was implemented according to the Fermat’s
algorithm.

The digit serial multiplier is designed according to the following facts: an element a €
Fym, in polynomial basis, is viewed as the polynomial A(z) = am_12™ ' 4+ apm_22™ 2 +
... + a1z + ag. For a positive number g < m — 1, the polynomial A(x) can be grouped
so that it can be expressed as:

A(z) = 25 V9B, (2)+...429B; () + Bo(x), where s = [m/g] and B;(z) is defined

as follows:

g—1 .
> big+ja? 0<z<s5-2
i=0
B(l‘) = 7Jn mod g—1 (3’1)

Z big+jl’j 1=s—1
J=0

If 29 is factored in equation B.I], the resulting expression is

B(x) = a%(x?(- - - (¢9(29Bs—1(2) + Bs—2(x)) + -+ ) + B1) + Bo (3.2)

So, using the representation shown in equation B2 the field multiplication can be

computed according to algorithm
According to [44], the operation 1 and 2 in algorithm [I0 can be computed as follows:

m—g—1
Vi(z) =29 Z cix! (3.3)

1=

64



3.4. MODULO N AND ELLIPTIC CURVE ARITHMETIC SUPPORT

Algorithm 10 Digit-Serial multiplication: Multiplication in F3"
Require: A(z), B(x), F(x) € F3"
Ensure: C(z) = A(z)B(z) mod F(x)
C(z) «+ Bs—1(z)A(x) mod F(z)
: for k from s — 2 downto 0 do
C(z) «— 29C(x)
C(z) « Bi(z)A(z) + C(z) mod F(x)
end for

ARl > A e

m—1
Va(z) = x? ciz' mod F(x) (3.4)
Vs3(z) = Br(z)A(z) mod F(x) (3.5)
P(r) = Vi(2) + Vala) + V() (3.6)

Using the property that F(z) = ™ + 2% 4 --- + 1 provides the equivalence 2™ =
%+ .-+ 1, Va(z) becomes

Va(z) = (%4 + 1) (emo129 ™ + - 4 c_gi12 + Ty_g) mod F(x) (3.7)

Polynomial Vj(z) consists of the least significant m — g bits of C(x). The operands
of Va(z) have degree d and g — 1. Often, the irreducible polynomial used is such that
d + g < m so modular reduction is not necessary. Va(x) and V3(x) are then computed
in parallel. The diagram of the architecture for multiplication in Fj" according to the
algorithm [0l is depicted in figure B.23]

The two main blocks are two combinatorial multipliers, one for computing Va(x) and
the other for V3(x). The architecture of a combinatorial multiplier is shown in figure
As mentioned before, the logic to perform modular reduction is not necessary in
the computation of Va(x). The digit-serial multiplier speeds-up the serial multiplier per-
forming a multiplication in Fom in m/d iterations, where d is the size of the digit. This

size affects the latency of the multiplier and also the area complexity of the multiplier.

Different to architecture I, the squaring operation is performed by a customized
architecture instead of using a multiplier. The squarer is implemented with pure combi-
natorial logic so it can be computed in only one clock cycle. The square of an element a

represented by A(z) involves a polynomial multiplication and then the reduction modulo
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Figure 3.23: Digit serial multiplier for Fom

m

A(X)

Ux)

S&R = A(x)x mod F(x) { "

A(x) U(x) mod F(x)

Figure 3.24: Main reduction module for the digit-serial multiplier
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Figure 3.25: Squarer for Fom
F(z). A(z)A(x) = A%(z) is given in equation B8

A2(x) = am127™ 2 4+ o+ agrt + a12? + ag (3.8)

By factoring 2™*!, equation [B.8 can be written as A%(z) = Ay (z)z™ ! + Aj(2),

where

Ah($) = amflxm_?’ + o+ a(m—i—i’))/Z)ZE2 + A(m+1)/2
Al(x) = a(m_l)/QJ}mfl + -+ a1m2 + ap

The degree of A;(x) is lower than m and reduction is not necesary. The product
Ap(x)2™! may have degree as high as 2m — 2. By multiplying both sides of the field
equivalence ™ = z% 4 --- 4+ 1 by z, it is deduced that 21! = 21 ... 4+ 2. So

Ap(x)z™ = Ap(2) (2 4 -+ 1)

This operation is performed using the architecture for combinatorial multiplication in
the digit-serial multiplier. Here, the size of the digit is d+2. The diagram of the squarer
is depicted in figure

The operation A%(z) results is a polynomial of degree as high as 2m — 2. Tt is a
polynomial with interleaved insertion of ’0’. Once A?(x) is computed, a combinatorial
multiplier computes Ay (x)2™™! mod F(x). Final result is obtained by adding the

polynomial A;(z) to the result of the polynomial multiplication.
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Figure 3.26: Architecture for add operation, ECC-ADD

A

The inversion operation is performed according the Fermat’s algorithm listed in
algorithm [Tl It states that for every a € F3*, a®" 2 =a~L.

Algorithm 11 Fermat’s Algorithm: Inversion in F3"

Require: a € F}"

Ensure: b=a""!

cbe—a

: for 7 from 1 to m — 2 do do
b— b’a

end for

:b—b?

Hardware for algorithm [I]is built on the digit-serial multiplier and the squarer
described previously. A finite state machine orchests the correct execution of these
two main blocks and computes an field inversion in m — 2 fixed iterations, each one
consuming m/d cycles.

New architectures for ECC-ADD and ECC-DOUBLE using previous basic units are
shown in figures and respectively.

Architecture 3

The third architecture for scalar multiplication keeps the squarer and multiplier in
architecture 2, but implements a new division algorithm. Instead of computing the
division as two consecutive operations, inversion and the multiplication, division is
computed directly. The new algorithm was proposed in [45] and is listed in algorithm

The spatial complexity of algorithm is similar to the one in the Modified Almost
Inverse Algorithm implemented in the first architecture. The advantage of the new

algorithm is that the multiplication is not necessary, saving a considerable number of
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Algorithm 12 Division algorithm: Division in Fpm
Require: X;(z),Y1(x) € Fom, Xi(x) # 0 and F(x) the irreducible polynomial of degree

m
Ensure: U(z) = Yi(z)/X1(x) mod P(x)
1: A(IL’) — X3 (a;)
2: B(x) « F(x)
3: Ux) « Yi(x)
4: V(ZU) —0
5. while A(x) # B(z) do do
6: if x divides to A(x) then
7: A(z) « A(x)x™!
8: if z divides to U(z) then
9: U(z) « U(z)z~!
10: else
11: U(z) «— (U(x) + F(x))z !
12: end if
13:  else if = divides to B(z) then
14: B(z) « B(x)x™!
15: if z divides to V(z) then
16: V(z) « V(z)z~!
17: else
18: V(z) «— (V(z)+ F(x))z~!
19: end if
20:  else if grade of A(z) is greater than grade of B(z) then
21: A(z) « (A(z) + B(x))z™, U(z) « U(x) + V(x)
22: if z divides to U(z) then
23: U(z) « U(z)z~!
24: else
25: U(z) « (U(z) + F(z))a™!
26: end if
27.  else
28: B(z) « (A(x) + B(z))z~ Y, V(z) « U(z) + V(z)
29: if x divides to V(z) then
30: V(z) « V(z)z~!
31: else
32: V(z) — (V(z)+ F(z))z !
33: end if
34:  end if

35: end while
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Figure 3.27: Architecture for double operation, ECC-DOUBLE
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Figure 3.28: Architecture for division in Fpm

cycles in each ECC-ADD or ECC-DOUBLE operation. The implementation of this
divider is shown in figure

With this new architecture for the division operation, architectures for ECC-ADD
and ECC-DOUBLE becomes as depicted in figures [B.29and B.30

The three previous architectures were synthesized and simulated. Architecture 3
lets better timing for computing scalar multiplication. In next chapter such results are

reported.

In next section the basic units for the large integer arithmetic modulo n are pre-

sented.
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Figure 3.30: Architecture for double operation, ECC-DOUBLE

3.4.2 Big integer arithmetic ALU

Modulo n arithmetic is necessary in ECDSA scheme. Four operations are required:
integer inversion, multiplication, sum, and reduction modulo n. However, comparison
is required in ECDSA signature verification and ECIES decryption. So, the comparison
operation is also included in the arithmetic unit design.

Two main unit form the INT-ALU: A unit to perform multiplication, sum and
reduction modulo n, and a dedicated unit for division.

The first unit is an implementation of the Blakley method listed in algorithm

Algorithm 13 Blakley Method: Multiplication for ECDSA
Require: a, b € FJ" and n the order of the G point
Ensure: ¢ = abmod n

1. r«—20

2: for ¢ from 1 to m — 1 do do
3 r < 2r + ap_1—;b
4: r<—rmodn
5: end for

6: return r

The Blakey method performs serial multiplication, that is a variant of the shift and
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Figure 3.31: Modular multiplier

add scholar method. It computes a multiplication modulo n in m clock cycles with a
direct implementation, as it was done in this work. However, the latency is high be-
cause of the subtractor and adders that need to be implemented, mainly for performing
reduction modulo n. Better clock frequency was achieved by re-using components and
separating the modular reduction operation in a separate step. The design for the mul-
tiplier is as shown in figure B.31l By adding extra logic, this architecture can compute
a sum or reduction modulo n operation. The multiplication is performed in maximum
3m cycles, while the sum and reduction modulo n can be computed in maximum 3
cycles.

The modular divisor is the algorithm applied to integer numbers. This is listed
in algorithm [I4l The architecture of the divisor is more complex because the modular
reduction is implemented by subtracting n to the result.

Two hardware designs were made for algorithm [M4l The first one is a direct im-
plementation that performs the division at most in (2m — 1) cycles. In the second
architecture, the critical path is reduced. The reduction modulo n is computed in 2 or
three cycles, so latency increments in a factor of 3. This improved architecture spends
more cycles to compute an integer division modulo n but increments the clock frequency,
an important aspect when INT-ALU is integrated with the elliptic curve ALU.

The second architecture for algorithm [4] is shown in figure A division

operation is completed in maximum 6m — 3 cycles.

3.5 Chapter summary

The architectures for data processing and arithmetic support to execute the operation

in both ECDSA and ECIES were presented, incorporating data compression. Data
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Figure 3.32: Integer divisor mod n

processing occurs on the fly, so temporal storage is not necessary. Main modules for
data processing can operate receiving data from different sources by implementing a
simple communication protocol based on handshaking signals. Arithmetic units give
support for both ECDSA and ECIES. The scalar multiplication, which is the most time
consuming part in elliptic curve cryptosystems is computed by executing operations
ECC-ADD and ECC-DOUBLE in parallel. The architectures for field and large integer
arithmetic are generic architectures that can be parameterized for any field order m.
Following chapter presents the synthesis results for architectures presented in this

chapter and the performance of the proposed system.
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Algorithm 14 Modular Integer Division

Require: z,y € [I,M — 1] and M
Ensure: U, where y = Uz (mod M)
1L A—xz, B—M,U«—y, V<0
2: while A # B do do
3: if A is even then

4: A — A/2

5: if U is even then
6: U—U)/2

7: else

8: U+~ (U + M)/Q
9: end if

10:  else if B is even then
11: B «— B/2

12: if V is even then
13: V—V/2

14: else

15: V—V+M))/2
16: end if

17:  else if A > B then
18: A—(A-DB)/2,U—U-V

19: if U <0 then

20: U—~U+M

21: end if

22: if U is even then
23: U—U/2

24: else

25: U—(U+M)/2
26: end if

27:  else

28: B—(B—-A)/)2,V—V-U
29: if V <0 then

30: V-V+M

31: end if

32: if V is even then
33: V—V/2

34: else

35: V—V+M))/2
36: end if

37:  end if

38: end while

39: Return U
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Chapter 4
Implementation and Results

This chapter presents the synthesis results for the system implementation and shows
comparison results. The architecture was synthesized for a Xilinx VirtexII XC2V6000-
4f1176 FPGA, using the Xilinx ISE 6.x synthesis tools and simulated in Active-HDL
6.2 environment.

The following section shows the synthesis results for the developed system. Firstly
the results for the data processing blocks are presented, then the results for the arith-
metic units. The parameters of the architectures presented in the previous chapter for
data processing were selected from software implementation results. The parameters
for the arithmetic units, like finite field, irreducible polynomial and elliptic curve were

taken from the recommendations by NIST and SEC group.

4.1 Implementation: data processing blocks

4.1.1 Compression module

The architecture described in Chapter 3 for data compression is mainly dependent
on the size of the buffers. The values for the size of the coding and searching buffers
determine the size of registers, multiplexers, comparators and counters in the processing
elements, and also, the compression ratio and latency. These sizes were selected taking
into account the results of a software implementation of the compression algorithm. In
this work, the compressor was tested using the large Calgary corpus [46]. The corpus
is a data set commonly used for evaluating lossless data compression methods, it is
composed of 18 files, which range in size from 21 KB to 768 KB, from source code,
object code, among others. The size and data-type of the files are listed in table E.1]
all file sizes in bytes.

The software version of the LZ algorithm was tested using different values for the

coding and searching buffers. From this software implementation, it was measured the
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Table 4.1: Calgary corpus

Name Category Size (bytes)
bib Bibliography (refer format) 111,261
book1l Fiction book 768,771
book2 | Non-fiction book (troff format) 610,856
geo Geophysical data 102,400
news USENET batch file 377,109
objl Object code for VAX 21,504
obj2 Object code for Apple Mac 246,814
paperl Technical paper 53,161
paper2 Technical paper 82,199
pic Black and white fax picture 513,216
progc Source code in 7 C” 39,611
progl Source code in LISP 71,646
progp Source code in PASCAL 49,379
trans Transcript of terminal session 93,695

compression ratio, symbols processed in every codification step and timing. In figure
1] the average compression ratio on the Calgary corpus is shown.

As shown in figure [.J] the coding buffer does not need to be large for achieving
good compression ratios, but the searching buffer does. The size of the searching buffer
limits the compression ratio to an specific value, which is reached as the coding buffer
grows. In the graph, the average compression ratio of the Calgary Corpus is reduced
by half only if the length of the searching buffer is bigger than 2KB. Although a large
searching buffer allows to achieve better compression ratios, it increases the latency of
the systolic array. For the compressor design of this work, the number of clock cycles
required to obtain a codeword is in the interval [M, M + N], where M is the size of the
searching buffer and NV is the one for the coding buffer.

Other important measurement is the throughput the compressor can achieve. Most

of the compression methods use the following equation to estimate it.

8L
N+ M

Throughput(Mbps) = clk (4.1)

where clk is the frequency at which the compressor works(cycles per second) and L
is the longest match found in every codification step. As commented before, (N + M) is,
in the worst case, the latency for finding a codeword. Equation [4.1]gives an estimation
of the compression throughput valid only for the best case that happens when the length
of the matched strings is equal to the maximum value L. Often, this does not occur.

Figure shows the average symbols processed in every LZ codification step for
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Average compression ratio on the Calgary Corpus
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Figure 4.2: Software LZ symbols processed per step in software implementation
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Table 4.2: Compressor post-synthesis results

Module Slices Max.Delay (ns)
Dictionary | 8331(24%) 6.18
Systolic array | 316 (1%) 10.88
Typel PE | 5 (1%) 6.46
Type-Il PE | 5 (1%) 9.49
Control 67 (1%) 9.24
Out interface | 35 (1%) 5.87

different sizes of the searching and coding buffers. That is, figure shows the average
length L of the matched strings in every codification step of the LZ algorithm.

The biggest value for matched strings occurs for a searching buffer of size N = 4KB
and a coding buffer of size M = 4. Just in this case the compressor reaches its maximum
throughput.

Based on results showed in previous graphs, it was decided to use a searching buffer
of size 1024 bytes long and a coding buffer of 15 bytes. With these values, the compres-
sor can achieve a compression ratio around 0.6 while processing 3.8 symbols at every
codification step on average. This leads to a hardware implementation of a systolic
array of 14 type-I, 1 type-1I processing elements and a buffer of size 1039, 8-bit registers
and 1024 8-bit multiplexers. Post-synthesis results for the compressor using these size
values are listed in table

The compressor occupies 9700 slices what is equivalent to 188,904 logic gates. The
dictionary, composed of the searching and coding buffers, is the most area consuming
component. The maximum delay in the design is 12.13 ns so the compressor works at
82 MHz approximately.

At this frequency, and supposing it is almost constant for different buffer sizes, graph
43l shows the throughput of the developed compressor. Every curve in the graph is the
evaluation of equation M1l taking values for L from figure

From figure [43] it can be seen that better throughput is achieved if the searching
buffer is smaller, opposite to the compression ratio case. For a searching buffer of any
size in figure [4.3] throughput reaches its maximum value at an specific value size of the
coding buffer. For example, for N = 256 and M = 15, compressor reaches the maximum
throughput of 7.60 Mbps. Throughput decreases as the searching buffer grows. While
a selection of N = 4096 and M = 15 leads to the best compression ratio in average for
the Calgary Corpus, the same selection leads to a throughput of 0.74 Mbps which is the
worst value in figure £3]

These were the results of the compressor synthesized alone. In following section the
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synthesis results of every module involved in data processing architecture are presented,
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Figure 4.3: Software LZ symbols per step processed

Table 4.3: Synthesis results for HMAC, KDF and E modules

Module Slices Max. Delay(ns)
SHA-1 core 676 (2%) 18.47
Pre-processor-SHA | 218 (1%) 8.29
KDF 946 (2%) 25.93
HMAC 1339 (3%) 16.28
ENC 203 (1%) 15.61

including the compressor module.

4.1.2 Compressor, HMAC, KDF and E modules

Table 3] shows the synthesis results of the main system data processing blocks. The
FIFO memories used by the pre-processing module for the SHA-1 core and the 16x32
RAM memory used in KDF, were mapped to block RAM memories (BRAMs) in the

FPGA.

design works at 49 MHz approximately.

The entire architecture for data processing, considering the compressor and the
cryptographic primitives, occupied 3 BRAMs and 12,305 slices of 33,792 available (36%).
This is equivalent to 441,641 logic gates. The minimum period was 20.273 ns, so the
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Table 4.4: Synthesis results for three different ECC-ALUs

Architecture Slices Max delay (ns) | Time for kP (ms)
Arch. 1 | 8,132 (24%) 26.74 1.41
Arch. 2 | 6,987 (20%) 23.41 26.80
Arch. 3 6,080 (17%) 25.80 4.79

Up to here the synthesis results for data processing were presented. Following section

presents synthesis results for the arithmetic units and the random number generator.

4.1.3 Synthesis results for the arithmetic units

For synthesizing the arithmetic units, the 7 — tuple T' = (m, F(z), a,b,G,n,h) was pa-

rameterized as follows

m = 163

F(x) 16 2 2" 2341

(2,9)

= 0x3 69979697 AB438977 89566789 567F787TA  T7876A654

= 0x4 035EDB42 EFAFB298 9D51IFEFC  E3C80988  F41FF883
= 0x3 FFFFFFFF FFFFFFFF FFFF48AA B689C29C  AT710279B
= 0x7 B6882CAA  EFA84F95 54FF8428 BD88E246 D2782AE2
= 0x7 13612DCD DCB40AAB 946BDA29 CA91F73A F958AFD9
h Not necessary in ECIES and ECDSA

S e IR o8B Q

These values correspond to a random curve defined on the finite field Fyies. They
were taken from that recommended by the SEC group. A random curve was selected
because the arithmetic units were designed to work on any elliptic curve. The order of
the field, m = 163, does not obeyed to an specific reason, it was just selected because
it provides a security level as required according the current state of the art.

The architectures supporting arithmetic operations in both, Fom and F;, finite fields
are parameterized in the order of such fields. n is part of the 7-tuple of the cryptosystem
and it is always a prime number minor than the order of the binary field, m. So, all
internal buses in the arithmetic units are m-bit wide.

As described in chapter 3, there were designed three different architectures for elliptic
curve arithmetic. Table [.4] shows the synthesis results for the ECC-ALU using these
three different architectures. Architecture 3 was the smallest in area and also, the faster
to compute a scalar multiplication kP.

Similarly, in table are the results for two different modular integer arithmetic
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Table 4.5: Synthesis results for two different INT-ALUs

Architecture Slices Max delay (ns)
INT-ALU 1 | 2932 (8%) 57.047
INT-ALU 2 | 3331 (9%) 48.301

units. The difference is the divider used; ALU1 uses the direct implementation of
algorithm [[4] which computes the division at most in (2m — 1) cycles. The second
ALU uses the divider in figure which reduces the critical path in algorithm [I4]
but increases both, latency and area. In ALU2, the division is performed in at most
(6m — 3) cycles.

ALU2 for integer arithmetic was selected because it is desired a fast arithmetic
unit. ALU2 and ARCHS3 for elliptic curve arithmetic were integrated in a single archi-
tecture. Synthesis results for the final architecture that integrates both, elliptic curve
and modular integer arithmetic unit occupies 15 block RAMs, 9,347 slices and it has
a critical path of 46.82 ns. This is equivalent to 1,136,653 logic gates working at 21.3
MHz. The frequency is slower if compared with results obtained for the processing data
architecture, but because they do not share logic, each one can work within its own

frequency.

4.2 Timing results

This section presents execution timing results for the cryptographic schemes ECIES and
ECDSA adding data compression. The results were obtained by simulating the overall
system using the post-synthesis clock frequencies. The architecture was tested using
files of the Calgary corpus as data sets. The files were encrypted and decrypted; also
signatures were generated and verified. The results were compared with results of the
software implementation.

Tables and [T show the timing for data processing in encryption and signa-
ture generation respectively. In these two operations, data were compressed before the
cryptographic operations.

In encryption/signature generation the time for computing the MAC/hash value
is similar to the required for compression. According to these results, both the MAC
and HASH computations are almost transparent to the compression one. This shows
how the proposed architecture outperforms the sequential approach of compressing the
entire data and then computing the MAC or HASH value. The extra time given in

the last column of table indicates the difference in time between the complete
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Table 4.6: Timing (ms) for computing the MAC value in data encryption

File MAC Time for Compression | Extra
(Encryption) | Compression ratio time

objl 101.866 101.860 0.665 0.006
paperl 247.211 247.205 0.635 0.006
paper3 239.950 239.944 0.680 0.006
paper4 63.948 63.807 0.652 0.141
paperb 54.526 54.519 0.632 0.007
paper6 168.693 168.685 0.618 0.007
progc 160.689 160.683 0.591 0.006
progp 142.607 142.600 0.478 0.006

Table 4.7: Timing (ms) for hashing data in signature generation

File HASH Time for Compression | Extra
Compression ratio time

objl | 101.862 101.860 0.665 0.002
paperl | 247.207 247.205 0.635 0.002
paper3 | 239.945 239.944 0.680 0.002
paperd | 63.944 63.807 0.652 0.137
paperd | 54.522 54.519 0.632 0.003
paper6 | 168.688 168.685 0.618 0.003
progc | 160.685 160.683 0.591 0.002
progp | 142.602 142.600 0.478 0.002
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Table 4.8: Timing (ms) in a sequential implementation for compressing and encrypting

File Time for MAC Total | Time
compression | (Encryption) saved

objl 101.860 1.175 103.035 | 1.168
paperl 247.205 2.762 249.967 | 2.756
paper3 239.944 2.591 242.534 | 2.584
paper4d 63.807 0.716 64.523 | 0.575
paperb 54.519 0.626 55.145 | 0.619
paper6 168.685 1.931 170.617 | 1.924
progc 160.683 1.917 162.600 | 1.911
progp 142.600 1.936 144.537 | 1.930

Table 4.9: Timing (ms) in a sequential implementation for hashing data

File Time for HASH | Total | Time
compression saved

objl 101.860 | 1.169 | 103.029 | 1.167
paperl 247.205 | 2.756 | 249.961 | 2.754
paper3 239.944 | 2.585 | 242.528 | 2.583
paper4 63.807 | 0.710 | 64.517 | 0.573
paperd 54.519 | 0.620 | 55.139 | 0.617
paper6 168.685 | 1.925 | 170.611 | 1.922
progc 160.683 | 1.911 | 162.594 | 1.909
progp 142.600 | 1.930 | 144.531 | 1.929

operation and timing for data compression. In encryption, that time is spend for final
SHA-1 computations in the HMAC algorithm after all data are compressed. In signature
generation, the same occurs. Extra time is slightly less because no other SHA-1 iteration
needs to be performed after data are all read, as occurs in a MAC computation.

Tables [£8 and 9] show the timing for encrypting and signing the same corpus of
files but in a sequential implementation. That is, data are compressed first and then,
they are encrypted or digital signed. These results demonstrate the transparency of
cryptographic operations.

Note how timing for sequential implementation is greater than the approach in this
work of processing compressed data on the fly. The difference in time is almost the
same that required for encryption/digital signature.

Tables [AI0 and [ETT] show the timing for data processing in decryption and sig-
nature verification respectively. The same table shows the timing when data were not

compressed in the previous operation (encrypted or signature) and also, the percentage
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Table 4.10: Timing (ms) for computing the MAC value in data decryption

Table 4.11: Timing (ms) for hashing data when verifying a digital signature

File MAC MAC | % Time
¢/Comp. | s/Comp. | saved

objl 1.175 1.765 0.666
paperl 2.762 4.346 0.636
paper3 2.591 3.806 0.681
paper4 0.716 1.093 0.655
paperb 0.626 0.984 0.637
paper6 1.931 3.117 0.620
progc 1.917 3.241 0.591
progp 1.936 4.036 0.480

File HASH HASH | % Time
¢/Comp. | s/Comp. | saved
objl 1.169 1.759 0.664
paperl 2.756 4.340 0.635
paper3 2.585 3.800 0.680
paper4 0.710 1.087 0.653
paperb 0.620 0.978 0.634
paper6 1.925 3.111 0.619
progc 1.911 3.235 0.591
progp 1.930 4.030 0.479

of time saved.

MAC and hash values are computed faster when decrypting or verifying a signature
on compressed data. Results showed in tables and [FTIT]indicate that the percent-
age of time saved is similar to the compression ratio achieved by the compressor. In the
case of a signature verification or data decryption, the system processes on average, 1
byte every 4.5 clock cycles, that is equivalent to process 10 Mbps.

Results shown in the previous tables demonstrate two of the objectives stated in
chapter 1. When encrypting data or generating a signature, all the time to process data
is spent by the compressor, which is the same time either data is encrypted or not. So,
time for encrypting or signing is almost null. When data are decrypted or a signature
on them is verified, the improvement in the cryptographic operations is given in the
same ratio the data is compressed.

The timing results for cryptographic operations in ECIES and ECDSA are shown
in table This table assumes a message of 64 bytes and no data compression is

84



4.3. COMPARISON RESULTS

Table 4.12: Timing results (ms) for cryptographic schemes

Operation Timing
ECIES encryption 5.152
ECIES decryption 2.579

ECDSA signature generation 2.581
ECDSA signature verification 5.161

Table 4.13: Timing comparison for scalar multiplication (co-processors)

Reference | Fj Platform Time (ms)
This work | Foies Xilinx XC2V6000 1.41
34 | Fyies | Altera EPIF10K250 80
[35] Fous Amtel AT94K40 10.9
[36] | Fyero | Xilinx XC4085XLA 6.8
A7 | Fyes | Xilinx XCV1000 12.3
B8] | Fyo | Xilinx XCV1000 2.27

applied. It was done in order to compare the results of ECIES and ECDSA with related
work. The size of 64 was selected because it is the minimum data block that can be
processed in both ECIES and ECDSA.

4.3 Comparison results

Since other similar implementations joining data compression and elliptic curve cryp-
tography have not bee reported, it was not possible to compare the results of this work
with similar works. However, the results of the elliptic curve arithmetic unit are com-
pared with some works reported about that. A performance comparison of hardware
implementations against each other is not straight forward because of different key size
and FPGA technology used for their implementation. In table 13| the scalar multi-
plication timing results are compared with some hardware implementations mentioned
earlier in this paper.

Also, the results of ECDSA and ECIES execution against reported software imple-
mentations are compared, in all them, the scalar multiplication dominates the execution
time. In the reported work, specialized techniques were used, for example, inline func-

tions, loop-unrolling and assembler code.
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Table 4.14: Timing comparison for scalar multiplication (processors)

Reference | Fj Platform Time (ms)

This work | Fyies | Xilinx XC2V6000 1.41
B2 | Fyes | XC2V2000E-7 0.14
[31] Fie0 ASIC 0.19
B0] | Fyer | Xilinx XCV400E-8 | 0.21
A9 | Fyiss | Xilinx XCV300-4 6.8
[33] Fyi76 | Xilinx XCV300-4 6.9

Table 4.15: Timing (ms) comparison of cryptographic operations with software imple-
mentations

Reference | F, | Encryp. | Decryp. | Sig. Gen. | Sig. Ver. Platform

This work | Fhies | 5.152 2.579 2.581 5.161 XC2v6000
[38] Fyie3 2400 900 Palm OS Device
[39] Firs 28.8 13.3 19.1 24.5 PIIT 933 MHz
[50] Fyies 6.67 4.69 2.64 6.46 PII 400 MHz
[51] Fyies 5.7 17.9 Zaurus 206 MHz
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Chapter 5
Concluding remarks

This chapter reviews this work including the objectives and contributions and, also the

directions of future work in order to improve the performance of the system.

5.1 Summary and contributions

This work discussed the development of a system combining lossless data compression
and public key cryptography. For data compression, a dictionary-based method was
selected due to the low hardware requirements for implementation and its application
to any kind of data. Data compression was integrated to two elliptic curve algorithms:
ECDSA and ECIES. The first one has been standardized by ISO, NIST, IEEE, ANSI
and other international standard organizations. ECIES is one of the most promising
schemes for data encryption/decryption going to be standardized. In this work, in
order to outperform a software implementation, parallelization at algorithmic level was
applied. Compression was implemented using a systolic array approach; the compression
ratio, latency and area complexity depend strongly on the size of the buffers used. The
architectures for data processing in both, ECIES and ECDSA were unified in one unit,
which computes on the fly the HASH/MAC value of incoming compressed data.

The complete system was described in VHDL and prototyped to a Xilinx VIRTEX
IT FPGA device. The design is parameterized on the size of the finite filed Fom, and
designed in a modularized manner. This leads to easy further modification, for example,
updating specific field or long-integer arithmetic units.

A unified architecture was designed to support the execution of both ECDSA and
ECIES algorithms. The same architecture can perform the four cryptographic oper-
ations: encryption, decryption, signature generation and signature verification. The
system is composed of two independent modules, one for data processing and other for

field and long-integer arithmetic. These two units are related by two values; the secret
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value, given by the arithmetic module to the data processing one for ECIES execution,
and the HASH/MAC value, given by the data processing module to the arithmetic
module for ECDSA execution. Data processing and arithmetic modules communicate
througt a handshaking protocol, so they can work independently using each one a dif-
ferent clock frequency.

Latency and area complexity in the data processing module are dominated by the
searching and coding buffers, that currently are implemented using flip-flops of the
FPGA device. The maximum delay in this module is given by the SHA-1 core module,
which internally performs a sum operation with five 32-bit operands.

The arithmetic units can support any elliptic curve defined on any binary finite field.
Most of the area consumed is for supporting the elliptic curve arithmetic. However, the
frequency for the overall system is given by the modular integer ALU, which is the
slower module of the system running at 34.39 MHz.

The throughput of the entire system is widely dominated by the throughput of the
compressor. Although a systolic array approach allows to implement the compressor
with low hardware requirements, the latency was high. For this implementation, the
maximum delay for finding a 2-byte codeword was 1039 clock cycles, which leads to
achieve only a throughput of 2.4 Mbps for bulk data encryption and signature gen-
eration. By compressing data, almost 100% of time in cipher module is saved. For
decryption and signature verification, throughput improves to 10 Mbps because data
compression is not required, saving the 40% of time in the cipher module.

Because no other similar implementations have been reported joining lossless com-
pression and public key cryptography, performance results are not compared.

The timing results to perform arithmetic operation were acceptable compared with
other reported implementation, were sophisticated techniques are implemented (ad-
vanced multipliers, code optimization, better but complex algorithms, etc). In this
work, the scalar multiplication can be performed in 1.4 ms, for small data sets, scalar
multiplication dominates the execution time of the cryptographic operations, so it is

important to perform this operation in the least possible time.

5.1.1 Contributions summary

The first contribution of this work was the development of a hardware architecture
that combines two of the most important techniques in computer network applications:
lossless data compression and public key cryptography. Such combination, and its
hardware implementation had not been explored before. The results achieved show
that it is possible to consider such combination and propose better implementation in

order to improve the throughput of the complete system. The second contribution was
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to propose a hardware architecture for executing elliptic curve cryptographic schemes.

No such architecture has been reported in the literature.

5.2 Objectives review

The thesis objectives stated in chapter one were achieved satisfactory. The general
objective of designing and implementing a system joining public key cryptography and
lossless data compression in a single chip was successfully reached. It was possible
to combine two different algorithms, applying the operation in the correct order to
gather the advantages of transmitting more data, in a secure form using public key
cryptography instead of traditionally symmetrical encryption and further more, using
a public key cryptosystem considered more secure than commonly used.

Specific objectives were reached, according to the results presented in previous chap-

ter,

e The first objective of improving the performance of the cipher module by com-
pressing data was reached, the time saving for encryption or signature generations
was almost of the 100%, all time required is only to perform compression, what
is the same either data is encrypted or not. When decrypting data or verifying
a digital signature, time to perform these operation reduces in the same ratio as

the compression ratio achieved.

e The second objective was to better utilize the available bandwidth by compressing
data before encryption. This objective was reached; the percentage of time saved

is similar to the compression ratio achieved by the compressor.

5.3 Directions

Directions on this work are for timing improvement in critical modules and hence, im-
proving the throughput of the overall system. First, throughput for encryption/signature
generation can be improved by improving the compressor’s throughput. The compres-
sor can be implemented by using the CAM approach instead of using the systolic one.
Although area resources will increase considerably, up to one symbol per clock cycle
will be processed, improving of this manner the throughput for data encryption and
signature generation.

For decryption and signature verification, timing will improve by optimum imple-
mentation of adders in the SHA-1 core module. A 5 32-bit operand adder determines
the critical path in this module that can be implemented by using different adders (i.e.

carry save adder).
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Timing for elliptic curve arithmetic can be improved following several ways: One
option is to implement the Itoh-Tsujii inversion algorithm, which is computed in 8 clock
cycles at the cost of complex control. The second is to use projective coordinates and
keep the binary method. This eliminates the inversion operation that is the most time
consuming in both ECC-DOUBLE and ECC-ADD operations. Field multiplication can
be improved if the digit in the multiplier is incremented at the cost of more area. The
third option is to implement the Montgomery method [42] and also, use projective
coordinates.

Timing for modular integer arithmetic can be improved by better implementation
of adders and substractors required in the architectures, using techniques reported in
[52] in order to reduce the critical path.

The system can support a protocol to establish the 7-tuple necessary to define the

elliptic curve cryptosystem.
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